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Abstract

We design and implement a deductive verification infrastructure for probabilistic pro-
grams. It consists of a quantitative intermediate verification language (HeyVL) and a
quantitative assertion language (HeyLo). HeyLo is a syntax to express expected values
of probabilistic programs, with support for quantitative implications based on Godel
logic. Both HeyLo and HeyVL contain lattice-theoretic dual constructs to reason about
lower and upper bounds of expected values.

As a case study, we encode weakest pre-expectation and weakest liberal pre-expectation
reasoning about the probabilistic programming language pGCL into Hey VL. For loops,
we provide encodings of Park induction, k-induction, and bounded model checking. Park
induction and k-induction are both proof rules that require on user-provided invariant
candidates.

Furthermore, we discuss the automation of our deductive verification infrastructure.
Our implementation Caesar takes a HeyVL program as input, generates and optimizes
verification conditions in the form of HeyLo formulas and uses the automated theorem
prover Z3 to prove or disprove validity of the verification conditions. In this thesis,
we focus on the central optimization of quantifier elimination of HeyLo formulas. We
present early promising experimental results.

Finally, we discuss the abstraction of our framework based on Heyting and Godel algebras
to support more domains than expectations.
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1. Introduction

Probabilistic models are at the core of many discussions about the world’s current most
pressing problems. For example, research and reporting on both climate change and
the current COVID-19 pandemic are often about processes and observations that are
probabilistic and uncertain. Whether it is a discussion on the likelihood and predicted
effects of climate change models or the spread of certain virus variants, probabilistic
models play a key role. Especially with respect to the inherent complexity of accurate
models for such problems, the accessibility, expressiveness, analysis, and verification of
probabilistic models are of substantial interest.

Probabilistic programs are programs whose behavior can depend on uncertain inputs,
such as those modeled by probability distributions. Because they can be written in a
way familiar to programmers, probabilistic programs can be a widely accessible way to
express probabilistic models. Probabilistic programs are able to express probabilistic
graphical models that are more powerful than Bayesian networks [BKS20].

However, the analysis of probabilistic programs is hard: It inherits all existing complex-
ities from classical programs such as the undecidability of termination checking and
complicates the classical analyses with probabilistic behavior. In the case of termination
checking, we can ask new questions about probabilistic programs, such as “what is the
probability of termination?” or “does this program always terminate in all executions?”
On the arithmetical hierarchy, deciding the latter question for probabilistic programs has
been shown to be even more undecidable than in the classical case [KKM19].

In this thesis, we focus on questions about the expected values of expressions after the exe-
cution of a probabilistic program. The expected values depend on how non-termination
of the probabilistic program is taken into account. Through expected values, we can ana-
lyze termination probabilities and classical verification questions like “when starting in a
state that satisfies some property Pre, what is the probability of the program terminating
in a state that satisfies Post?”

The following simple probabilistic program assigns v + 1 to x with probability 0.7 and
2 - y to x with probability 0.3:

{x:=y+1}[0.7] {x:=2-y}.

When starting in a state where y is even, what is the probability of x being even as well?
The answer is 1 —0.7 = 0.3, but we would like to formalize and automate such an analysis
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as much as possible. This becomes more complicated when the program under scrutiny
contains more advanced control flow such as conditional branches or loops.

There are many techniques for classical, non-probabilistic programs that are used to
prove some correctness property holds or to find errors in programs. Static program
analysis [CC77], model checking [ BKo8], or deductive verification [Hoa69] have all been
used for both non-probabilistic and probabilistic programs. Compared to the former
two techniques, deductive verification works with more user input, but allows re-use of
already verified programs in a modular fashion [Miiloz].

For non-probabilistic programs, there have been many program verifiers that use deduc-
tive verification to formally prove properties of programs. Using mathematical logics,
such as Hoare logic [Hoa69] or separation logic [Reyoz], program verifiers attempt
to find proofs of these properties. Most program verifiers generate a set of verification
conditions in the form of logical formulas that specify whether a program verifies. If
these verification conditions are valid, then the correctness of the program is implied.
We briefly introduce classical verification conditions in Section 2.1.

Because of the difficulty of formally showing properties of programs in an automated
way, program verifiers quickly become very complex. Therefore, intermediate verifica-
tion languages (IVLs) have been developed. They aim to provide a layer between the
original program to be verified and the verification conditions. These IVLs are used to
encode the program, its specification, and even proof techniques into one program in
the IVL. An intermediate verification language is typically simpler than a commonly
used programming language. By abstracting from language design details, an IVL can
be used for the verification of programs in different programming languages. Proof
techniques, optimizations on the IVL, and the verification condition generation itself
can thus be shared by different program verifiers. IVLs are often similar in shape to
classical programming languages and can be easier to understand than the verification
conditions corresponding to it. Even some classical program optimizations like constant
value propagation can be adapted to IVLs. All of the following IVLs and associated tools
implement such optimizations.

Boogie is a verification infrastructure with a procedural intermediate verification lan-
guage and a tool to check whether an IVL program verifies [Leio8]. Viper is a verification
infrastructure that also uses a procedural IVL [MSS16]. A functional verification lan-
guage is used by Why3 [FP13]. Based on these infrastructures, program verifiers for a
large number of programming languages have been developed. Programs written in the
Rust programming language can be verified using Prusti [ Ast+19], Nagini is a verifier
for Python [EM18], and Gobra is a verifier for Go [Wol+21]. These three verifiers all use
the Viper infrastructure. The verifiers Dafny [Lei1o] and Chalice [LMSog] use Boogie.
The Viper infrastructure supports the use of Boogie as a back-end, further highlighting
the versatility of generalized tools for intermediate steps of program verification.
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Figure 1.1.: Outline of our deductive verifier infrastructure for probabilistic programs
with references to the relevant chapters in this thesis.

The verification of probabilistic programs is actively researched as well. Kozen defined
semantics for probabilistic programs [Koz79; Koz81], and more recently probabilistic
versions of weakest pre-condition calculi have been developed [MMos]. Martingales
have also been used for verification, e.g. [CS13]. Examples for automated verification
approaches include [HMMos5] and [NCHa18].

The goal of this thesis is to develop a deductive verifier infrastructure for probabilistic
programs. To our knowledge, such an infrastructure has not been presented before.
Figure 1.1 outlines our approach and the relevant chapters in this thesis. In Chapter 2, we
present our intermediate verification language HeyVL for probabilistic programs. For
this, we first develop our own intermediate logic HeyLo in Section 2.2 to represent the
verification conditions of HeyVL and to express probabilistic verification problems with.
HeyLo is based on the quantitative assertion language by Batz et al. [Bat+21b]| and we add
generalizations and lattice-theoretic duals of operators from Godel logic [G6d32]. Then,
we formally define HeyVL in Section 2.3 and show a number of properties and generic
encodings that are important for a probabilistic intermediate verification language.
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In Chapter 3, we encode the probabilistic programming language pGCL in Hey VL to show
how verification problems for a probabilistic language can be embedded in our IVL. We
consider both weakest pre-expectation (wp) and weakest liberal pre-expectation (wlp) semantics
for pGCL (Section 3.2). These semantics are defined on expectations, representing the
expected values mentioned above. For the encoding of loops, we present proof rules for
Park induction (Section 3.6.1) and k-induction (Section 3.6.2) to show lower bounds on
weakest liberal pre-expectations and to show upper bounds on weakest pre-expectations.
In Section 3.7, we show that our two encodings of pGCL programs are correct for the
respective semantics.

In Chapter 4, we discuss how to automate the verification of HeyVL programs. For
example, the semantics of HeyVL clearly define how to generate verification conditions
as formulas in HeyLo. However, HeyLo is an intermediate logic that we defined to
describe verification conditions for probabilistic programs. Automated validity checking
of HeyLo formulas is non-trivial. We describe a series of steps to transform a HeyLo
formula into a representation suitable for the automated theorem prover Z3 [dMBo8].

The occurrence of quantifiers in the verification conditions is a problem. In HeyLo,
the quantifiers correspond to least upper bounds and greatest lower bounds. In our
experiments, Z3 was often unable to decide validity of verification conditions with our
encoding of these quantifiers. Therefore, we develop a quantifier elimination technique
for HeyLo in Section 4.2. We show that quantifier elimination is always possible in
verification conditions for HeyVL programs that we encode for pGCL.

All of these constructions and techniques are used in our implementation of a deductive
verifier Caesar (Section 4.3). Caesar is a tool that generates HeyLo verification conditions
for an intermediate verification program written in an extended version of HeyVL. In
contrast to the simplified theoretical presentation of HeyVL we give in the preceding
sections, Caesar supports a type system, modularity through procedures, and more useful
features for an IVL. The quantifier elimination techniques and more optimizations are
already implemented in Caesar.

Finally, Chapter 5 takes a step back and reviews our constructions of HeyLo and HeyVL
from a more abstract perspective. We redefine HeyLo as a bi-Gddel logic with Heyting
algebras as models. Similarly, HeyVL is redefined over Heyting algebras. With more
abstract definitions, we generalize our constructions to other domains than just expec-
tations valued over non-negative reals with infinity. It becomes obvious that HeyVL
directly generalizes classical intermediate verification languages and adds syntax for the
lattice-theoretic duals of logical operators.

In the conclusion (Chapter 6), we evaluate our intermediate verification language and
look at possible future work on HeyLo, HeyVL, and our implementation Caesar.



2. An Intermediate Verification Language for
Probabilistic Programs

HeyVL is an intermediate verification language for probabilistic programs that is very
similar to classical IVLs. It is based on the same set of statements as classical IVLs,
but also includes lattice-theoretic duals to these statements and supports quantitative
reasoning. In the next section (Section 2.1), we briefly present a simple intermediate
verification language for non-probabilistic verification. This will provide a basic and
intuitive understanding for the more complex language HeyVL and the associated
assertion language HeyLo. As HeyLo is used in both the syntax of HeyVL and for the
representation of verification conditions, we present it next in Section 2.2.

HeyVL is defined in Section 2.3. We introduce syntax and verification condition seman-
tics, as well as healthiness conditions. Based on a deconstruction of HeyLo, we try to
give an intuitive understanding of HeyVL statements (Section 2.3.5). Finally, we show
how to encode simple verification problems with specifications in Section 2.3.6 and how
to replace HeyVL programs with their specification (Section 2.3.7).

2.1. Design of Intermediate Verification Languages

We first look at the general design of a simple, imperative, non-probabilistic intermediate
verification language in the style of [Miil19]. Based on its general design, we develop
HeyLo and HeyVL in the next sections.

The simple IVL is an imperative language with a small number of statements to express
verification problems. It is based on Dijkstra’s guarded-commands language [Dijy5].
There are assignments, sequential composition, and non-deterministic branches. In
addition to these well-known basic constructs, the simple IVL supports havoc, assume,
and assert statements. The syntax of the simple IVL and a verification condition semantics
is defined in Figure 2.1. Syntax and verification conditions vc[S]: P — P are defined over
predicates IP. For our purposes, these are formulas in first-order propositional logic.

The syntax of the simple IVL consists of an assignment statement x : = a that evaluates
the expression a in the current state and assigns the result to the variable x. It also has
sequential composition Sq; S,: The program S, is executed before S,. Additionally, it
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The simple IVL has the following syntax: For a statement S of the simple IVL, we define the
S ( ) verification conditions vc[S]: P — PP as follows:
n=x:=a assignment
| havoc x (havoc) 5 ve[S](P)
| assume P (assume) Y74 Plx —a]
| assert P (assert) havoc x Va. P
|S; S (sequential composition) ~ 3SSUMe Q Q="r
| if (+) (S} else (S}, assert Q QP
(non-deterministic choice) ~ S1; S» ve[Si](ve[S,](P))

where x is a variable, E is an expression, and P is a 1f () {51} else {S;) ve[Sa](P) A ve[S](P)

predicate.

Figure 2.1.: A simple intermediate verification language

supports a (demonic) non-deterministic choice if (*) {S;} else {S,}. With respect to
verification, it can be interpreted as the choice between S; and S, that refutes the property
we want to show if possible.

Out of the remaining three statements for verification, the assert statement is the only
one with clear operational semantics. Intuitively, assert P checks whether P holds in
the current state. If not, the program goes to an error state.

The assume P statement can seem “magical” [Leio8]: It somehow makes a property P
true. In other words, all executions of the program where P is not true in assume P are
ignored for the purposes of verification.

Finally, the havoc statement invalidates all knowledge about the value of a variable. After
havoc x, the value of x is unknown and correctness must be shown without knowledge
about the value of x, i.e. for all values in the domain of the variable x.

For the simple IVL, we say the execution from an initial state fails if a condition of an
assertion evaluates to false. An infeasible execution has a condition of an assumption that
evaluates to false. Otherwise, it succeeds. If all feasible executions succeed, we say the
program is correct.

The verification conditions vc[S](true) € P of a simple IVL program S with post-condition
true are valid iff S is correct. The vc function is based on Dijkstra’s weakest pre-condition
transformer. Assignment corresponds to substitution in the post-condition. A havoc
statement introduces a universal quantifier. The assume statement creates an implication
and the assert statement a conjunction. Sequential execution first computes the verifica-
tion conditions of S,, then of S;. Finally, the non-deterministic choice requires that the
verification conditions of both branches are true.
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Note that this simple IVL does not include a Boolean choice if (b) {S1} else {S,}. But
the Boolean choice can be encoded in the simple IVL using the non-deterministic choice
and assumption statements:

S = if () {assume b; S} else {assume =b; S,}.

Starting in a state o € X that satisfies the condition b, an execution through S, is infeasible
and vice versa for a state satisfying —b visiting S,. The vc of this encoding with respect
to post-condition P is given by:

ve[S](P) = (b= vc[S1](P)) A (=b = vc[S,](P)).

That is, the verification condition vc[S](P) with respect to post-condition P is valid iff
vc[S1](P) is true when b holds and if vc[S,](P) is true when b does not hold.

Consider this simple IVL program:
S= assume (x=3VvVx=5);x:=x+1; assertx =4.

The execution starting from state satisfying x = 3 is feasible and does not fail, therefore it
succeeds. On the other hand, starting from state x = 5 is feasible, but it fails. Executions
starting from all other states are infeasible. Therefore, the program is not correct. The
verification conditions evaluate to:

vc[S](true) = (x=3vx=5)=(x+1=4),

which is false for x = 5.

HeyVL is based on the simple IVL construction. HeyVL has havoc, assume, and assert
statements, but with HeyLo formulas instead of predicates. The intuition we provided
for infeasible and succeeding executions of this simple IVL can help understanding
HeyVL. When the HeyLo formulas represent only predicates, the explanations above
apply to HeyVL as well. However, quantitative reasoning requires a shift from individual
executions to cumulative probabilities and expected values over multiple executions.

Fortunately, we will see in Chapter 3 that many well-known constructions that work in
the classical setting can be generalized quite naturally to probabilistic programs. One
important example of encodings which can be generalized is the encoding of loops. Just
like the simple IVL, Hey VL does not feature a loop statement. Instead, proof rules for
the verification of loops are encoded using the basic statements of the IVL. We discuss
the encoding of loops in detail in Section 3.6.
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2.2. HeyLo: An Assertion Language for Probabilistic Programs

The central data type our verifier works with is the assertion language HeyLo. The asser-
tion language is used to represent the verification conditions whose validity ultimately
indicates whether a HeyVL program is considered correct. It is also used directly within
the syntax of HeyVL itself for assertion and assumption statements.

2.2.1. Expectations

In existing deductive verifiers such as the ones mentioned in the previous section, the
assertion language is a logic that is used to specify a property on a program state. A simple
assertion language might be first-order propositional logic. The verifier infrastructures
Viper and Boogie use more complex logics that allow so-called permissions. In any case,
the logics are qualitative: a property holds on a certain program state or it does not.

The verification of probabilistic programs requires quantitative reasoning. An assertion
does not simply assign either true or false to a state, but instead assigns a value from a
larger set of valuations to a state. For the semantics of probabilistic programs, we work
with so-called expectations that assign a non-negative real number to a state. We introduce
the corresponding weakest pre-expectation calculus in Section 3.2 for the translation of pGCL
to Hey VL. For now, we only consider the assertions themselves formally. We begin with
the definition of program states.

Definition 2.3. Program states

Let Vars be a countable set of program variables.

The set of program states is defined as:

S ={c|o:Vars > Qs }

We write [E] (o) for the evaluation of an expression E in state o. Given a program state
o € X and an expression E, we write o[x — E] for the state o with x replaced by E:

[El(o), ifx=y

o), else

o[x — E] :/\y.{

In this thesis, we define program states as mappings from variables to non-negative
rational numbers. The restriction to non-negative values does not limit expressiveness as
negative numbers can be represented with additional variables in the program. However,
it simplifies some details in our presentation because Q5 is a subset of the set RS, we
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use for expectations. More detailed explanations for this choice can be found in [Bat+21b,
Section 11].

Definition 2.4. Expectations
The set E of expectations is defined as:

E={X|X:Z->RZ}.
One-bounded expectations X € E-q have a domain restricted to [0,1] C R:

Eglz{X|XZ—)[O,1]}

The set R, includes non-negative real numbers and infinity: RSy ={re R |[r >0} U
{ oo }. The ability of expectations to map to cc is an extension of the work of Mclver and
Morgan [ MMos5 | where only bounded expectations are considered. A bounded expectation
X must have a real-valued bound a € R such that for all o € X, X(¢) < a holds. With
bounded expectations, it is difficult to ensure that expectations are always well-defined.

For example, the expectation A ¢. o (x) that returns the current value of variable x, is not
bounded.

One frequently used kind of (bounded) expectation is the [verson bracket [Ive62].

Definition 2.5. lverson bracket
The Iverson bracket for a Boolean expression b is a function in E.; given by:

(b] = Ao { 1, if [b](o) = true
0, else

The Iverson bracket [b] maps a Boolean value b € B to 1 if b is true in the current state
and 0 otherwise.

The expectation X = [x = 3] - 0.5 + 0.5 assigns X(¢) = 1 to a state ¢ € X satisfying
o(x) = 3 and assigns X (o) = 0.5 to all other states ¢.

In addition to the Iverson bracket, we define the Boolean embedding. It maps true to co
and false to 0.
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Definition 2.7. Boolean embedding
The Boolean embedding for a Boolean expression b is a function in E given by:

0, else

The Boolean embedding ?(b) is equivalent to [b]-co. We generally assume that 0-co = 0.

Expectations admit a partial order (E,C) where forall X, Y € E,
XCY iff Voezx. X(o) <Y(0).

The structure (E,C) forms a complete lattice with the bottom element 0 (the constant
expectation A ¢. 0) and the top element oo (the constant expectationA ¢. o0). Ina complete
lattice, all greatest lower bounds (also known as infima or meets) and least upper bounds
(suprema, joins) of its subsets exist. That means for all subsets S C E, infS € E and
supS € E. Wewrite XNY =inf{X,Y}and X UY = sup{ X, Y} for the point-wise
minimum and maximum of two expectations X and Y. We present more general lattice
theory in Chapter 5.

Building on the substitution on individual states, we also define the substitution of
variables in expectations. For X € E, the expectation X[x — E] is the expectation X
where each occurrence of the variable x € Vars is replaced by the expression E:

X[x—>E]=Ac.X(c[x— E]).

2.2.2. Requirements for HeyLo

The sets of expectations and the set of bounded expectations are all defined by math-
ematical sets of functions and do not have a fixed syntax with which to write them as
input to our deductive verifier. Our language HeyLo is such a syntax, representing (a
subset of) expectations E.

As an assertion language, HeyLo requires a trade-off between opposing ideals. The
language needs to be expressive enough to be able to state “interesting” properties for
program verification. Additionally, it is used for the semantics of HeyVL, so it must be
able to syntactically represent the semantics. On the other hand, simplicity is important
so that analysis and validity checking of HeyLo are tractable.

Recent work by Batz et al. developed a relatively complete assertion language for probabilis-
tic programs [Bat+21b]. Relative completeness means that the weakest pre-expectation
of a program in the language pGCL with respect to any property written in their language
can be represented syntactically in their language again. Batz et al. have shown that their

10
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language is expressive enough for a large number of properties. We designed HeyLo so
that it is a superset of the relatively complete language by Batz et al.

HeyLo’s additional syntax consists of logical operators for expectations. In particular, we
want implications and conjunctions. Implications are used to compare expectations and
conjunctions are used to specify requirements for the program. In HeyVL, implications
are used for assume statements and conjunctions for assert statements. This requirement
is not immediately obvious, but we hope to show in this thesis by a number of examples
that our logical operators on expectations are well-suited for specifying verification
problems for probabilistic programs.

2.2.3. Logical Operators on Expectations

HeyLo includes a large number of operators. Before we overwhelm the reader with a
large specification of the assertion language, we introduce the implications on the set
of expectations. In total, HeyLo has four different implication operators. The implication
—, the co-implication «, the hard implication \, and finally the hard co-implication ~. All
implications are functions that map two expectations to one expectation. However, all
these implications can be derived easily from one starting point. This starting point is the
Godel implication, initially defined by Kurt Godel [God32], which we have generalized to
expectations as follows.

Definition 2.8. Implications on expectations

We define the implication — and the co-implication < on expectations:

—-:ExE - E « ' ExE > E
if X(0) <Y if X(0) > Y
X—>Y:A0’. o ! (0')_ ((7') X<Y=Ar. O’ 1 (U)— ((7')
Y(o), else Y(o), else

The implication —: E x E — E returns an expectation, i.e. a function that takes a state
o € X and returns a value in RS),. In a state o, the expectation X — Y evaluates to
the greatest element co in R, if X (0) is less than or equal to Y (o). Otherwise, Y (o)
is returned. The co-implication is simply its order-theoretic dual: Instead of less than
or equal, it checks for greater than or equal. In case the comparison succeeds, the least
element 0 in R, is returned by X « Y.

Consider the expectations X = [x = 1] - 0.6 and Y = 0.5. With the implication —, the

11
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expectation X — Y is equivalent to:

o, if([x=1]-0.6)(c) <05

X->Y=Ac.
0.5, else

{ oo, ifo(x)#1 ‘
o. (([x=11-0.6)(0) <05iff r(x) £1)

0.5, else

On the other hand, with the co-implication «, we get the following:

i = - 0. > 0.
X Yoo 0, if ([x=1]-0.6)(c) >05
0.5, else
0, ifox)=1 .
=Ao. (([x = 1]-0.6)(c) > 0.5iff o (x) = 1)
0.5, else

Most constructions in this thesis require only one side of the duality at a time. In HeyVL,
we will associate the implication — with the “down direction” and the co-implication
with the “up direction”. Analogously for the hard implications. It is usually sufficient to
remember the down variants and then derive the dual up variants from them.

With respect to the implication —, co behaves like true in classical Boolean logic. For all
X,Y € E, we have

i <
X—)OO:AO’.{OO’ 1fX(0')_oo:oo
oo, else
i <
oY Ao 00, 1foo_Y(0'):Y
Y(o), else

Similarly, the constant expectation 0 behaves a lot like false. It holds that X — 0 = 0 and
0—Y =oco.

As the order-theoretic dual to the implication —, corresponding dual equalities hold for
the co-implication <: Wehave X <« 0=0,0 <« Y =Y, X < co =o0,and o0 « Y = 0.

The Godel implication and co-implication are not equivalent to their respective duals
with arguments swapped.FIXED Whereas (A = B) = (B « A) holds for A,B € B, we
haveseenfor X € Ethat X - 0=0,but0 « X = X.

For the point-wise minimum M and the implication —, there are similar rules as for the
propositional A and =. The first equality corresponds to the well-known modus ponens
inference rule from propositional logic.

XNX-Y)=XnY
YN X-Y)=Y

12
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Dual equalities hold for the point-wise maximum Ll and the co-implication <. A more
general statement is proven later in Chapter 5 (Theorem 5.2).

Since we have implications and corresponding elements that behave like false and true
respectively, it is natural to define corresponding negations. There is a negation on
expectations =X = X — 0 and a co-negation ~X = X « co.

Definition 2.10. Negations on expectations

We define the negation — and the co-negation ~ on expectations:
—:E->E ~:E-E

oo, else

oo, IfX(c)=0 X Ao 0, ifX(r)=o0
0, else B '

Both negations flip between co and 0: =—oc0 = =0 = c0 and ~~0 = ~co = 0. However,
double negations cannot be eliminated in general. Consider two negations of the constant
expectation 1: =—1 = =0 = oo Fep

Finally, the hard implications \ and N\ are just syntactic sugar for a combination of negations
and implications. It holdsthat X N\ Y = ~~(X > Y)and X N Y = == (X « Y. Foxep

Definition 2.11. Hard implications on expectations

We define the hard implication \ and the hard co-implication N\ on expectations:

NEXE B :ExE-E
X\Y=ag | A=Y Xxy=ig ¥ HX@2Y@
0, else 0, else

The names and symbols of these operators are chosen to reflect their similar definitions
to the implications — and <. Whereas X — Y returns Y(¢) if X(¢) < Y (o) does not
hold in a state ¢, X \ Y pulls down the result from Y (o) to 0. Similarly, X N\ Y pulls the
result up to co from Y (c) in case X (c) 3 Y(0) does not hold.

The hard implications always return either oo or 0, based on the result of the comparison.
They will be used to check whether an expectation is a valid bound of another expectation
and returning basically a Boolean result. For example, while 3 — 2 = 2, we instead get
3 N\ 2 = 0 with a hard implication.

13
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In Chapter 5, we show that the constructions of HeyLo and HeyVL can be generalized to
complete lattices via so-called Heyting algebras. When defined in such a way, the four im-
plications —, <, \y, and N can be instantiated on the lattice of Booleans ({ false, true } , =)
ordered by the Boolean implication =: B x B — B seen as a relation. On Booleans,
— =\ = =. The name HeyLo is derived from Heyting and logic. In Chapter 5, we will
discuss HeyLo as a first-order intuitionistic bi-Gddel logic, as well as the interpretation of
the co-implication < on Booleans. However, an understanding of this more general view
is not required to understand HeyLo and HeyVL for probabilistic programs.

2.2.4. A Relational View

Let X, Y € E be two expectations. In this section, we rewrite the two relations X C Y
and X 3 Y, by deconstructing Y and leaving X opaque. We deconstruct Y based on
the operators —, —<, \, \, M, and U. This is what we call the relational view, because it
is focused around the deconstruction of a relation between two expectations X and Y
instead of the evaluation of one expectation in a specific state as presented in the previous
section.

Why is this interesting? The deconstruction of specific operators on either the left-hand
or the right-hand side of the relation C provides an important insight into when and how
to use them. For example, the implication — on the right-hand sideof C,e.g. X C Y — Z,
can be deconstructed into the disjunction X C Z v Y C Z (Theorem 2.12). Therefore,
X CY — Z can be interpreted as “X or Y must be a lower bound of Z”.

We revisit these interpretations to explain the semantics of HeyVL in Section 2.3.5. In this
context of verification of HeyVL, we check the validity of a HeyLo formula (representing
an expectation). An understanding of the (recursive) deconstruction of co C Y will help
to understand when a Hey VL program “verifies”.

14
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Theorem 2.12. Relational view on the logical operators
Let X,Y,Z € E and S C E. The following equivalences hold.
this... is equivalent to: this... is equivalent to:
0o true 0o cCZ Z = o0
0 Z=0 0 CZ true
XNy ZCXANZCY XnYy CZ XCZvYLCZ
XuY ZCXVZCY XuY CZ XCZAYCZ
X-Y XCYVZLCY X<Y CZ YCXVYLCZ
XNY XCYvZ=0 XY CZ YCxVvZ=c
ZLC infS VYeS.ZCS supS LCZ VYeSYCZ

The proof for Theorem 2.12 is provided in Appendix A on page 117.

The expression Z C X N Y is true if and only if both Z C Y and Z C Y hold. From this
lower bounds perspective, M behaves just like the Boolean A. The expression ZC X — Y
is true iff X C Y holds or Z C Y holds. So Z is a lower bound to X — Y if X is a lower
bound of Y or if Z already is a lower bound of Y.

An infimum inf S of the right-hand side of a relation C can be rewritten using a universal
quantifier V. Dually, a supremum sup S on the left-hand side of a relation can also
be rewritten using the universal quantifier. This justifies the view of the infimum as
the equivalent of the universal quantifier for lower bounds and the supremum as the
universal quantifier for upper bounds.

Consider the expectation X = inf{x — 0.5 | x € Q5 }. By Theorem 2.12, the relation
oo C X can be rewritten as Vx € Q5. x € 0.5V oo E 0.5, which is equivalent to false.

Note that there are no general correspondences for the existential quantifier 3. By duality
to the quantifier rules above, one might also expect a rule like

4
ZCsupS iff IJYeS. ZLCY.

This rule is not valid in general. Consider oo C sup { x| x € Qg }. The relation holds
since the supremum evaluates to c. However, there is no x € Q- such that c C x.
One can also construct a counterexample with lower bound 1 and limit that approaches
1 where the rule fails, even if x was chosen from the larger domain RS, [Bat+21b,

15
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Section 4.6]. In lattice theory, the properties that would allow the creation of existential
quantifiers are called completely meet /join prime or perfect [GNVo5].

In addition to the equivalences in Theorem 2.12, there are also similar, but less pretty
equivalences for the co-implications < and N\ with C and also dual statements. Without
a proof, we note that the following equivalence holds:

ZCX <Y iff (YEXAZ=0VZLY.

These are less intuitive and show that the implications — and \ behave more naturally
with respect to lower bounds, while co-implications < and N\ behave more naturally
with upper bounds.

As a final note, we observe that the equivalences on expectations E presented in Theo-
rem 2.12 are also applicable to the underlying domain RZ},. In fact, these rules apply in
any bi-Godel algebra (cf. Chapter 5). Therefore, a (potentially recursive) decomposition
of an expectation evaluated at a specific state in the same manner is also possible. In our
implementation, this state-based recursive decomposition enables the simplification of a
validity check from a potentially large number of explicit evaluations to a validity check
of a first-order Boolean logic formula composed of simpler relations between atomic
expressions occurring in the expectation.

2.2.5. The HeyLo Language

In this section, we formally specify the set HeyLo of HeyLo formulas and their semantics.
The elements of HeylLo represent expectations E with a fixed syntax. Because one of
the key features of HeylLo are the implications and corresponding conjunctions and
disjunctions, we call the elements of HeyLo formulas.

HeyLo formulas can contain arithmetic expressions a € ArithExp and Boolean expres-
sions b € BExp. We now formally define their syntax and semantics. The definitions
follow the work of Batz et al. [Bat+21b], so that HeyLo is a superset of their relatively
complete language for expectations. The syntax of expressions will also be used for the
language pGCL (Section 3.1).

16
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Definition 2.14. Arithmetic expressions
An arithmetic expression a € ArithExp follows the grammar

a =re Qs (constants)
| x € Vars (Qsp-valued variables)
la+a (addition)
la-a (multiplication)
la—a. (subtraction truncated at 0 (“monus”))

An arithmetic expression can contain non-negative rational number constants and vari-
ables. On top of these, addition, multiplication, and monus operations are allowed. The
monus operation is a subtraction that truncates at zero.

Definition 2.15. Boolean expressions
A Boolean expression b € BExp follows the grammar

b ::=true | false (constants)
la=ala<ala>a (comparisons)
|[bAb|bVD|=b, (Boolean combinations)

where a is an arithmetic expression.

Boolean expressions can contain the Boolean constants true and false, as well as compar-
isons of arithmetic expressions with the usual comparison operators =, <, and >. We
also support the standard Boolean operators A, v, and —.

The evaluation of arithmetic and Boolean expressions is defined in Definition 2.16. We
use the monus operator — instead of the usual minus — so that the result of b - c is always
well-defined on non-negative rationals.

17
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Definition 2.16. Arithmetic and Boolean semantics
The evaluation [a]|(c) of an arithmetic expression a € ArithExp in a state ¢ € X and the
evaluation [b] (o) of a Boolean expression b € BExp in state ¢ are given by:

a [a] (o) b [b] (o)

r r c=d [e] (o) = [d] (o)

X o(x) c<d [e] (o) < [d] (o)

b+c [b] (o) + [c] (o) c>d [c](a) > [d] (o)

b-c [b] (o) - [c] (o) cnd [c](a) A [d] (o)

. { [b] (o) = [c](o), if[B](o) = [c](o) | cvd  [c](o) v [d](o)
0, else —c —[c] (o)

Definition 2.17 specifies the syntax of HeyLo formulas and Definition 2.18 their semantics.
HeyLo formulas represent expectations E with support for arithmetic and Boolean
expressions, addition, multiplication, conjunction, disjunction, and all four presented
implications and negations. We also have quantifiers [], (infimum) and [ |, (supremum)
that generalize the Boolean quantifier Vx and the Boolean quantifier Jx, respectively.

In this thesis, we mostly use only one of the two dual groups of operators at a time for
our encodings. We call the bottom left group in Definition 2.17 “down operators” and we
call the bottom right group “up operators”.

Definition 2.17. HeylLo syntax
Let b € BExp be Boolean expressions and a &€ ArithExp be arithmetic expressions.
x € Varsis a variable from the countably infinite set of variables Vars. The set HeylLo of
formulas is given by the following grammar:
p u=a (arithmetic expressions) | ~@ (negation)
o+ ¢ (addition) | ~@ (co-negation)
l@- @ (multiplication)
| [b] (Iverson bracket)
| 2(b) (Boolean embedding)
| |_| @ (infimum over x) | |_| Q (supremum over x)
X X
leNge (meet) loUu @ (join)
g = ¢ (implication) |l < @ (co-implication)
lo N @ (hard implication) lo N @ (hard co-implication)

18



2.2. HeyLo: An Assertion Language for Probabilistic Programs

Definition 2.18. HeylLo semantics

Let p be a HeyLo formula. The evaluation [p] € E of p is defined inductively by:

p € Heylo [e] Recall [o] (c)
a € ArithExp [a] (Definition 2.16)
p+y lo] + [y] [9](o) + [¢] (o)
¢ [l - [yl [¢](o) - [¥](o)
1, if [b](o)
[b] [b] { 0, else
oo, if [b](0)
?(b) ?(b> { 0, else
My 9 inf{ [p[x = 0]] | v € Qs }
lelto), if[@](e) E [¥](o)
Py I¢] 1 [y Lo,
5 N %, if [p] (o) C [¢](e)
0=y l¢l - [y] b o, ol
o, if [p] (o) T [¢](e)
N I¢] Iyl ol
U, ¢ sup { [p[x ~ 0]] | v € Qs }
[pl(o), if[@](o) 3 [yl(o)
puy Il 9] Lo,
9y o]~ [y] { S
0, if[p]o) 3 [y](o)
N LINT o ul
oo, if H(p]]((?’) =0
4 ﬁ[[qo]] { 0, else
~Q N[[gb]] { 0, if[e](o)=-co

oo, else
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An arithmetic expression a € ArithExp is a HeyLo formula. Because a variable x € Vars
is an arithmetic expression, x is also a HeyLo formula. The quantifiers [, (infimum)
and | |, (supremum) range over all possible values Q5 of x.

We also write [],, ¢ and [ ||, ¢ to quantify over a set of variables V' C Vars. Since the
number of variables that occur in a formula ¢ is finite, this notation can be seen as
syntactic sugar for the expansion [], ...[], (orits dual) for all xy, ..., x,, € V that occur
in . Although the syntax of HeyLo does not include the constant oo € RS, we use this
notation as syntactic sugar for | |, x which evaluates to co.

In addition to the quantifiers, we also have binary limits: M and L. We call them meet and
join. Finally, all four implications —, <, \, \, and the negations — and ~ are included.
Recall that the hard implications \ and \ are just syntactic sugar for the implications
combined with negations.

The semantics of a HeyLo formula is given in Definition 2.18. An arithmetic expression
a € ArithExp is evaluated according to Definition 2.16. The semantics of most operators
such as M and — simply amount to the recursive evaluation with the eventual application
of the corresponding operator on expectations E. The limit operators, i.e. the infimum
[, ¢ and the supremum | |, ¢, evaluate to a limit on expectations where all possible
values v € Qs are substituted for x in ¢.

Let ¢ = [],.(x = 0.5) be a HeyLo formula. For every state o € ¥, ¢ evaluates to

[¢]l(c) = inf{ [x - 0.5](c[x — v]) | v € Qxp } (HeyLo semantics of [].)
=inf{ [x](c[x — v]) - [0.5](c[x —» v]) |v € Q5¢ } (HeyLo semantics of —)
1nf{ v— 05 | veE Qs } (HeyLo semantics)
1nf{ { , HoE05 veE Qs } (Definition 2.8)

else -
{oo|UEQ>0,U|:O5} {05]|v€E€ Qs vZ 05} (case split)

We arbitrarily choose the implication — as the canonical implication and define validity
with respect to the truth value oo corresponding to —.

Definition 2.20. Validity of a HeyLo formula
A HeyLo formula ¢ is considered valid iff

VoeZ. [¢](o) = co.
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From a dual perspective, the constant formula 0 behaves like true with respect to the co-
implication « (cf. Section 2.2.3). One might consider a formula that always evaluates to
0 co-valid or up-valid. This view might help when constructing formulas with up operators.
However, we will avoid such terms due to the risk of confusion.

We will not need a notion of (un-)satisfiability. Indeed, such terminology might even
suggest that validity of a formula ¢ can be checked by testing unsatisfiability of the
negation of ¢, as is the case in classical logic. Consider the HeyLo formula ¢ = 0.5. It is
not valid, but the negation —¢, equivalent to 0, is also not valid.

Definition 2.21. Comparison of HeylLo formulas

Two HeyLo formulas ¢, i are considered equivalent, denoted by ¢ = v, if

VoeZ. [¢](o) =[y]0).

A formula ¢ entails a formula 1, denoted by ¢ C ¢, if

VoeX. [¢](o)C [y]o).

Two formulas are equivalent when they evaluate to the same value on every state. The
entailment relation ¢ C i corresponds to the ordering given by the ¢, i) where ¢ — ¥
evaluates to co:

pCy iff ¢ > ¢p=oco.
This a statement is closely related to the well-known deduction theorem for logics. Inter-
estingly, among the three most well-known many-valued logic conditionals — Godel,
Lukasiewicz, and product conditionals — the Godel implication is the only one which
satisfies both directions of the statement [Pre10].

Recall from Example 2.9 that the expectation ([x = 1] - 0.6) — 0.5 evaluates to 0.5 in
a state ¢ € X where o (x) = 1 holds. Therefore, ([x =1]-0.6) — 0.5 # co. By the
deduction theorem, ([x = 1]-0.6) £ 0.5.

Dual to the deduction theorem for —, the reversed entailment ¢ 3 ¢ corresponds to the
ordering given by the co-implication « where ¢ « ¥ evaluates to 0:

pdy iff ¢—yp=0.

Finally, we define substitution for HeyLo formulas. We write ¢[x — 1] to mean the
HeyLo formula ¢ where each free occurrence of x is replaced by the formula . The set
free(p) C Vars of free variables in ¢ is given by all variables occurring in ¢, except that
free([], @) = free(p) \ {x } and free(| |, ) = free(p) \ {x }.
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2.2.6. Expressivity of HeyLo

We propose HeyLo as a language to represent expectations E for the verification of
probabilistic programs. To evaluate how useful HeyLo is, we look at what kinds of
expectations can be expressed in HeyLo.

HeyLo is a superset of the assertion language for probabilistic programs by Batz et
al. [Bat+21b]. Therefore, HeyLo can be used to represent every expectation that the
language by Batz et al. can. Let us look at examples presented in [Bat+21b].

First of all, it is possible to represent a number of irrational functions in HeyLo, even
though HeyLo’s quantifiers only range over values in Q. In addition to formulas with
polynomials and irrational numbers, it is possible to encode harmonic numbers [Bat+21b,
Section 12].

The square root vx of the program variable x is not always rational, e.g. V2 & Q. But
HeyLo can represent the expectation that evaluates to vx by a supremum over all
values y € Qs such that y? < x:

Liy-y<xl-v.
Y
Proof. For all states o € Z,

I |y -y <x1-yl(0) =sup{[y? < o(x)]-y |y € Qs } (Definition 2.18)
v

YEQu |2 <o} (P<o®]=0ify? < o(x))

{
Vo) O

The central contribution in [Bat+21b] is that the presented language is what Batz et al.
call expressive: If an expectation X € E is expressible in the language, then the weakest
pre-expectation wp[C] (X) of a pGCL program C is also syntactically expressible in the
language. We introduce pGCL and the weakest pre-expectation calculus in Section 3.1
and Section 3.2. For now, wp[C](X) € E is an expectation that maps an initial state
o € L to the expected value wp[C]|(X) (¢) of X over the final states reached after starting
in 0. When the language satisfies this property, the weakest pre-expectation calculus is
relatively complete [Coo78].

Because HeyLo is a superset of the assertion language of [Bat+21b], we have a subset
of HeyLo that is expressive, so that the weakest pre-expectation of the expectation
represented by HeyLo formulas can be represented by a HeyLo formula as well.
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In particular, this implies that HeyLo can represent probabilities of termination of a
pGCL program, optionally restricted to termination in a state that satisfies some Boolean
condition in BExp [Bat+21b, Section 12]. Even more generally, distributions over final
states can be expressed by HeyLo.

In addition to the features of the relatively complete language by Batz et al., HeyLo can
express comparisons of syntactically represented expectations through its implication
operators. However, it is not clear whether our implication operators could be encoded
into the language by Batz et al.

Finally, HeyLo can easily be extended with more features. For example, HeyLo currently
uses the domain Q. both for logical variables and program variables In contrast, our
implementation Caesar supports program and logical variables with different types
(cf. Section 4.3), including support for the use of variables over R, and a native Boolean

type.

2.3. HeyVL: An Intermediate Verification Language

HeyVL is an intermediate verification language (IVL) for probabilistic programs. Com-
pared to the existing IVLs that we mentioned in Chapter 1, Hey VL features two extensions.
First, Hey VL is designed for the verification of probabilistic programs and so supports
quantitative reasoning via HeyLo and syntax for probabilistic assignments. Second, it
supports reasoning about upper bounds of verification conditions, which are not sup-
ported in any of the existing IVLs that we looked at. In classical (Boolean) terms, that
means existing IVLs only ever allow checks in the style of Pre = vc[S](Post) where vc
computes the verification conditions with respect to a Boolean predicate Post; so only a
check whether the predicate Pre implies the verification conditions.

For probabilistic verification problems, we also require the opposite direction. An inter-
pretation of the opposite direction in Boolean terms is difficult, we discuss it in Chapter 5.
HeyVL supports both lower and upper bounds with verification conditions written in
HeyLo.

2.3.1. HeyVL

We now define our intermediate verification language for probabilistic programs, Hey VL.
HeyVL supports random assignments and uses HeyLo as the assertion language. The
havoc, assume, assert, and negate statements are available in both a down and up variant.
There is also a skip statement that does nothing. We include two compare statements for
the hard implications. Those are syntactic sugar for assume with negate statements, in
the same way that hard implications are syntactic sugar for implications with negations
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(cf. Definition 2.11). The set DistExp of distribution expressions for use in random
assignments will be defined in Section 2.3.2.

Definition 2.24. HeyVL syntax
The set HeyVL of HeyVL statements is defined by the following grammar:

S = skip (no effect) | down negate (down negate)
| x = u (random assignment) | up negate (up negate)
|S; S (sequential composition)
| down havoc x (down havoc) | up havoc x (up havoc)
| down assert ¢ (down assert) | up assert ¢ (up assert)
| down assume ¢ (down assume) | up assume ¢ (up assume)
| down compare ¢  (down compare) | up compare ¢ (up compare)
| if (M) {S} else {S} |if (U) {S} else {S}  (angelic choice)

(demonic choice)

where x € Vars is a variable, u € DistExp is a probability distribution expression,
b € BExp is a Boolean expression, and ¢ € HeylLo is a HeyLo formula.

Just like in HeyLo, we allow quantification over a set of variables V' C Vars in HeyVL by
writing havoc V. We call the language generated by the two left groups of statements in
Definition 2.24 down fragment of HeyVL and the language generated by the upper left
and bottom right groups the up fragment of HeyVL. These fragments correspond to the
lower bound and the upper bound versions, respectively, of the simple IVL presented
in Section 2.1. More concretely, when restricted to only Boolean predicates with the
embed function ?(b) and no probability distributions in assignments, the down fragment
coincides with the simple IVL. There are no negation statements in classical IVLs, and
therefore they are not included in either fragment. For most encodings we present in
Chapter 3, working in one of the two fragments suffices.

The verification condition semantics of HeyVL are presented in Definition 2.25. They
are very similar to that of the simple IVL (Section 2.1). In analogy to the weakest pre-
condition transformer that this semantics is ultimately based on, we call the HeyLo
formula ¢ € HeyLo in vc[S](¢) a post-expectation. Note that ¢ € HeyLo is not technically
an expectation, i.e. ¢ & E, but ¢ represents an expectation. Similarly, we call vc[S](¢) €
HeyLo a pre-expectation of S with respect to the post-expectation ¢.

Let ¢ € HeyLo be the post-expectation of interest. The skip statement does nothing,
so vc[skip](¢) returns ¢ unmodified. We allow a probabilistic assignment x :~ yu with
corresponding semantics E: Vars x DistExp x HeyLo — HeylLo. The function E maps
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Definition 2.25. HeyVL semantics

Let E: Vars x DistExp x HeyLo — HeylLo be the semantics of the random assignment
(Section 2.3.2). For a HeyVL statement S, the verification conditions vc[S]: HeyLo —
HeyLo is defined inductively on S by:

S ve[S](e)
skip Q@ Recall:
X~ E(x, 1, ¢) et

| oo, if X(o) EY(0)
S51; S VC[[Sl]](VC[[SZ]](gp)) T Y(o), else
down havoc x [, ¢ K@)

c, ifX(c)C Y(o)

down assert ¥ Yne “lo, else
down assume ¥ Y- (=X) (o)
down compare ¢ PNog

if (M) {Sq} else {Sy}

ve[S1] (@) Nve[Sy] ()

B { o, ifX(c)=0

0, else

(X < Y)(0)
up havoc x L, ¢ o, if X(o) 2 Y(0)
B Y (o), else
up assert Yue
(XNY)(0)
up assume ¥ Y=g ) { 0, X))
up compare AN oo, else

if (U) {Sq} else {S,}

down negate

up negate

ve[S1](@) b ve[Sy] (@)

-9

~p

(~X)(0)

_{0, if X(0) = o

oo, else
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a variable x, a distribution expression y, and a post-expectation ¢ to corresponding
verification conditions. The definition of function E is introduced in the next section.

The verification conditions of the sequential composition S;; S, are obtained by first
computing the vc of program S, with respect to ¢, and then using that result to compute
the vc of program S;.

The semantics of the havoc, assert, assume, and compare statements map to their respec-
tive HeyLo operators [ |, M, —, \ (or their duals). HeyVL also has two negate statements,
corresponding to the respective HeyLo negations.

Note that the negate statements are not syntactic sugar for assume statements. This is in
contrast to HeyLo, where the negation —¢ can be encoded by ¢ — 0 (cf. Section 2.2.3). In
HeyVL, the left-hand side ¢ of the generated implications vc[down assume ¢[(¢) = ¢p — ¢
is always fixed to the HeyLo formula ¢ in the program S, so assume statements cannot
be used to generate negations.

Finally, the two non-deterministic choices if (M) and if (U) map to the point-wise
minimum and maximum of the vc of each branch, respectively.

Definition 2.26. Verifying HeyVL programs
Let S € HeyVL be a HeyVL program. We say S verifies, if

vc[S](o0) = .

The HeyVL program S verifies if the verification conditions with respect to the post-
expectation co are equivalent to co. This corresponds to the definition of a “correct” simple
IVL program (cf. Section 2.1), where the Boolean verification conditions vc[S](true) of a
simple IVL program S with respect to the post-condition true must be valid, i.e. equivalent
to true.

Consider the following HeyVL program S:
S = down havoc x; down assume x; down assert 0.5.
The vc semantics with respect to post-expectation oo evaluates to

vc[S](e0) = |_|(x - (0.5MN )). (Definition 2.25)

The above is equivalent to [ ] .(x — 0.5), which was the subject of Example 2.19. By
Example 2.19, the formula is equivalent to 0.5. Because 0.5 # oo, S does not verify.
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2.3.2. Distribution Expressions

A distribution expression u € DistExp occurs on the right-hand side of a random assign-
ment x :~ y in HeyLo. To encode pGCL in Chapter 3, we require only the Bernoulli
distribution. However, more distribution expressions can easily be added to the following
definitions.

Definition 2.28. Distribution expressions

A distribution expression u € DistExp follows the grammar

U u=a (arithmetic expression)

| ber!(p) , (Bernoulli distribution)

where a € ArithExpand p € [0,1] N Q.

A distribution expression can be either an arithmetic expression (non-probabilistic), or a
Bernoulli distribution expression ber!(p) where p € [0, 1]. The assignment x :x ber!(p)
assigns the value 1 to x with probability p and the value 0 with probability 1 — p. To
ensure that the semantics evaluates to a convex sum, we require that the probability p is
a constant in [0, 1].

Definition 2.29. Distribution expression semantics

Let x € Vars, u € DistExp and ¢ € HeylLo. The semantics for the random assignment,
E: Vars x DistExp x HeyLo — Heylo, is given by:

U E(x, 1, @)

a @[x - a]

ber!(p) p-olx—1]4+ (1 —=p) - p[x— 0]

With this definition, vc[x := a](¢) = E(x,a, ¢) evaluates to the post-expectation ¢ where
x is replaced by the arithmetic expression a. A Bernoulli distribution in a random
assignment results in a convex sum where x is set to 1 in ¢ with probability p and to 0
with the complementary probability 1 — p.

Note that the semantics of an assignment with the Bernoulli distribution is the only place
so far where the operators for addition + and multiplication - occur directly in the seman-
tics of HeyVL (and not just in assertions). This suggests that the general constructions of
HeyVL and HeyLo can be separated from the semantics of the assignment. We explore
this idea further in the chapter on abstraction, Chapter 5.
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2.3.3. There Is No Observe

The fact that the core Hey VL semantics do not mention any arithmetic also highlights an
important difference between HeyVL's assume semantics and a probabilistic language con-
struct commonly known as observe [Bor+11; Cla+13; Hur+14; Nor+14; Olm+18]. The
statement observe b as defined by Olmedo et al. accepts a Boolean expression [Olm+18].
Roughly, if the expression b evaluates to false in the current state, the execution is con-
sidered infeasible and probability distribution of outputs is adjusted accordingly as if —b
was never in the distribution of initial states to begin with. For example, they present the
following program:

{x :=0}[1/2] {x :=1}; observe (x = 1).

It assigns zero to x with probability % and one to x with probability % Thenx =1
is observed. Under their conditional weakest pre-expectation semantics, the probability
assigned to x = 1is 1 and x # 1 has probability 0 after execution of this program.

In contrast, the similar HeyVL program which does a probabilistic assignment with the
same probabilities and then does an assume with the Boolean embedding ?(x = 1),

S= x:xberl(1/2); assume ?7(x = 1),

is different. The vc of S with respect to post-expectation x evaluates to:F'X=°

1 1
velSI@) = 5 (A =1) > 1) +5 - (0 =1) - 0)
_ 1 1 ! 0-0
=§'(OO—> )+§'( - 0)
11
:E' +§'OO
= oo

This is a completely different result with a completely different interpretation than with
the observe statement. The HeyVL program S can be interpreted as a random assignment,
followed by a query whether ?(x = 1) is a lower bound to the post-expectation x. In one
branch this is the case, and so the truth value oo is returned and the result of vc[S](x)
evaluates to the constant value oco.

2.3.4. Healthiness Conditions

There are several properties that many predicate/expectation transformers satisfy. They
are referred to as healthiness conditions [MMos; Kei1s; Hin+16] or homomorphism properties
in [BvW9g8]. In general, our vc transformer does not satisfy many of the well-known

28



2.3. HeyVL: An Intermediate Verification Language
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Figure 2.30.: The values of 5 — x and 5 « x for x € [0, 10].

healthiness conditions. For example, in contrast to the verification condition transformer
for the simple IVL and to weakest pre-condition transformers both for classical and
non-probabilistic programs, our verification condition transformer is not necessarily
monotonic. However, both the down and up fragments are monotonic, that is, vc is
monotonic on all but the negate statements.

In particular, the monotonicity of the semantics of both the down assume and up assume
statements may be somewhat surprising. Figure 2.30 contains plots with the values of
— and < with a fixed first argument. The plots show the values of 5 » x and 5 « x for
x € [0,10]. These correspond to vc[down assume 5] (x) and vc[up assume 5] (x). It is clear
that both — and « are monotonic in the second argument.

Theorem 2.31. Monotone fragment of HeyVL
The monotone fragment HeyVL ., of HeyVL is given by the following grammar:

S u=skip|x:=ulS1; S,
| down havoc x | down assert i | down assume i | down compare
| up havoc x | up assert 1 | up assume ¢ | up compare
|if (M) {S} else {S} | if (U) {S} else {S}.

For each ¢, € HeyLo where ¢ C ¢, it holds that:

VS € HeyVeon-  vE[S] (@) C vc[S](9).

The proof is provided in Appendix A on page 118.
Continuity is referred to as “perhaps one of the most fundamental properties of expecta-

tion transformers” by [Kam19, Section 4.2.1], because of the relation of continuity to the
semantics of loops. As not even monotonicity holds for all HeyVL programs S, it is not
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surprising that (co-)continuity does not hold for all HeyVL programs S either.
vc[S] (|_| ®) é |_| ve[S](¢) (co-continuity)
X X

vc[S] (|_| ®) é I—I ve[S] (). (continuity)

For our purposes, especially in the context of automated verification in Chapter 5, we are
more interested in a slightly tangential property: quantifier elimination for the verification
conditions of a Hey VL program. We investigate quantifier elimination and identification
of a fragment of HeyVL where quantifier elimination is possible in detail in Section 4.2.
Out of these results, (co-)continuous fragments can be derived.

The strictness property was called “Law of the Excluded Miracle” by Dijkstra [Dij75]. In

the context of our verification condition calculus, this property reads vc[S](0) = 0. As
we have introduced the assume statements as “magical”, it is not a surprise this property
does not hold in general either.

There is a more general property than strictness called feasibility, defined by Mclver
and Morgan [MMos]. Feasibility implies strictness. By excluding implications and
negations, as well as the compare statements that are built on these two from the down
and up fragments, we obtain the feasible and co-feasible fragments of Hey VL. Somewhat
surprisingly, the up assume statement can be added to the feasible fragment and the
down assume statement can be added to the co-feasible fragment.

Theorem 2.32. (Co-)feasible fragments of HeyVL
The feasible fragment HeyVL¢,s of HeyVL is given by the following grammar:

S u=skip|x:=pulS5; S,
| down havoc x | down assert @
| up assume
| if (M) {S} else {S} | if (U) {S} else {S}.

The co-feasible fragment HeyVL ¢ of HeyVL is given by the following grammar:

S u=skip|x:= ulSq; S,
| up havoc x | up assert ¢
| down assume 1
|if (M) {S} else {S} | if (U) {S} else {S}.

For each ¢ € Heyloand r € RZy, it holds that:

VS € HeyVl,s. ¢Cr = vc[S](p)Cr,
VSeHeyVl. rCo = rLCvc[S](g).
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Intuitively, the verification conditions of HeyVL programs in the feasible fragments
cannot exceed the maximum value r € RS, of the provided post-expectation ¢ € HeyLo.
Dually, programs in the co-feasible fragment preserve at least 7 in their verification
conditions.

The proof for Theorem 2.32 is provided in Appendix A on page 120.

2.3.5. The Triple Intuition

Before we start to actually write HeyVL programs in the next sections, let us review
the intuition from the HeyLo section A Relational View (Section 2.2.4). One can apply
the deconstructions of entailment relations between HeyLo formulas to understand the
semantics of (some) HeyVL programs. We call this the triple intuition because it applies to
the triples (p, S, ) where p, 1 € HeyLo and S € HeyVL. These triples represent either

pCve[SI() or ve[S[(y) Cp

and we deconstruct by the semantics of the HeyVL program S.

Theorem 2.33. Entailments of verification conditions
Let ¢, 1, p € HeylLo such that the variable x does not occur in p. The following equiva-
lences hold for Hey VL programs S.

s p Cve[S)(p) s ve[Sl(y) C p
down assume 0 true up assert oo P =0

down assert 0 =0 up assume oo true

down assert ¢ PEQPAPCEY down assert ¢ pCpoVvyCp
up assert ¢ PEeVvpCy up assert ¢ pEpoANYPEp
down assume ¢ pEYVpL Y up assume @ YEeVvyYyLop
down compare ¢ pCyYyvp=0 up compare ¢ YExXVp=oo

down havoc x Vv e Q.. p C ¢lx — v] up havoc x Voe Qs plx—»v]Cp

Proof. Immediate from the definition of vc and Theorem 2.12. O

Both vc[down assume 0] () and vc[up assert oo](3) always evaluate to co. Similarly,
vc[down assert 0] () and vc[up assume o] (1) always evaluate to 0.
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So when is p C vc[S](9) true? For this lower bound perspective, we say S verifies with
respect to pre-expectation p € HeylLo and post-expectation ¢ € HeyLo.

The program down assume 0 corresponds to the classical assume false and always verifies.

The assertion that always evaluates to zero, down assert 0, only verifies in case the
pre-expectation is 0 as well. In general, the assertion down assert ¢ verifies if the pre-
expectation p entails both the assertion ¢ and the post-expectation . For lower bounds,
up assert @ requires only one of the above entailments.

The general assumption down assume ¢ verifies if either the assumption ¢ entails the
post-expectation i or the pre-expectation p already entails the post-expectation .

The compare statement requires that the assumption ¢ entails the post-expectation ¢ or
that the pre-expectation p is already 0. Finally, the down havoc x statement is valid if the
pre-expectation p entails ¢[x — v] for all values v € Q.

The same ideas apply dually for the vc[S](¢) C p cases. For example, the assertion
up assert ¢ verifies if the pre-expectation p entails both the assertion ¢ and the post-
expectation .

2.3.6. Verifying Implementations

At the core, our deductive verifier Caesar (cf. Section 4.3) only considers a single HeyVL
program S and checks whether it verifies, that is, whether vc[S](c0) = oo holds. That
means the verifier only requires a single input, a Hey VL program, without any additional
inputs like pre- or post-expectations to check against. But the questions that we are usually
interested in are about whether one of the following is true:

Does it hold that ¢ C vc[S](¢) or vc[S](y)C ¢?

In this section, we develop encodings S € HeyVL that verify (vc[S'](c0) = o0) if and
only if the HeyVL program S implements the specification ¢ C vc[S] (1) or vc[S](¢) C ¢.
The encoding for lower bounds is pretty simple. The encoding for upper bounds is
mostly dual, but requires an extra step.

In classical weakest pre-conditions, the proposition Pre = wp[S] (Post) is valid whenever
all executions of the program S that start in a state that satisfies the predicate Pre terminate
in a state that satisfies Post. In other words, we assume Pre holds at the start of the program,
and then assert that Post holds after the execution of S. And we can write just such a
sequence in the simple IVL (cf. Section 2.1):

assume Pre;
S;

assert Post
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And indeed, by the definition of vc for the simple IVL (Figure 2.1), the above program S’
verifies (vc[S'](true) = true) if and only if Pre = vc[S](Post) holds.

!

oun Verifies

We can write a matching program in Hey VL. The following HeyVL program S
(Ve[Sjounl (00) = o) iff @ T vc[S](¢) is a valid:

! — .
Sioun = down assume @;
5;

down assert ¢

But what about upper bounds of vc? What does the dual of the previous encoding do?

/ — .
Syp = Up assume ¢;
S;

up assert ¥

It turns out that this program S|, satisfies vc[S,] (0) = 0 iff vc[S](¢) E ¢. This is not too
surprising: as the dual program to the lower bound encoding, it satisfies exactly the dual

!

of the above, which is co C vc[S),,,](c0). Since 0 can be seen as the “truth value” for
upper bounds, we say that S, co-verifies iff vc[S|,,](0) = 0.

Now, how do we go from co-verifying (vc[S;,](0) = 0) to verifying (vc[S"](c0) = o0)?
This is where we use the negate statements.

§” = down negate;
up assume @;
S;
up assert ¢;

up negate
The program S” verifies (vc[S"] (o) = o0) iff vc[S](¢) C ¢ holds.
We now prove correctness of these encodings formally. We begin with assume-assert.
Theorem 2.34. HeyVL: Assume and assert
Let ¢, € HeyLo and S be a HeyVL program.

vc[down assume @; S; down assert ¢](o0) = oo iff @ C vc[S](y)
vc[up assume ¢; S; up assert ¢](0) =0 iff @ 3 vc[S](y)
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Proof. Let ¢, € HeyLo and S be a HeyVL program.

vc[down assume ¢; S; down assert ] (o)

= vc[down assume @] (vc[S](vc[down assert ] (o0))) (definition of ; )
= vc[down assume @] (vc[S]( M o)) (definition of assert)
= vc[[down assume @] (vc[S](¥)) (Y Moo =)
= ¢ - vc[S](y) (definition of assume)

Now, for every o € X:

[o = ve[S]()] (o)
_ ] if [¢] (o) E ve[S](¥) (o)
[¥](o), else

(definition of —)

Therefore ¢ — vc[S] () = o iff ¢ C 3. The up statement is completely dual. O

Note that it would be equally possible to use compare statements instead of assume state-
ments for Theorem 2.34. Example 2.35 illustrates a case where using assume statements
is advantageous: when two assume statements are used in sequence. Sequencing assume
statements is often done in classical IVLs.

Consider the following Hey VL program that assigns 5 to x:
S= x:=5.

It satisfies 0.5 C vc[S](0.1 - x). On the other hand, 1 Z vc[S](0.1 - x). Still, the following
HeyVL program S’ verifies:

down assume 0.5; down assume 1; x :~ 5; assert 0.1 -x
vc[S'](e0) =05 - (1 - 0.1-5) (Definition 2.25)
=05-05 = (definition of —)

The same program, but using compare, does not verify. Denote this modified program
by S”. Then,

ve[S"](e0) =05 N (1 N 0.1-5) (Definition 2.25)
=05N0 =0. (definition of \)

To complete the picture for the encoding for upper bounds, we need to go from verification
to co-verification with a specific combination of negate statements.
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Theorem 2.36. HeyVL: Co-verification
Let S be a Hey VL program.

vc[down negate; S; up negate]](c0) = oo iff vc[S](0) = 0.

Proof. Let S be a HeyVL program and ¢ € X.. Then,

vc[down negate; S; up negate](c0)(0)

= vc[down negate] (vc[S] (vc[up negate](c0))) (o) (definition of ; )
= vc[down negate] (vc[S](~o0))(0) (definition of negate)
= vc[down negate] (vc[S](0)) (o) (~00 =0)
. if ve[S](0) (@) =0 (definition of negate)
0, else
So, vc[down negate; S; up negate](co) = oo holds iff vc[S](0) = 0 holds. a

Definition 2.37 contains the full HeyVL encodings S’ to check the validity ¢ C vc[S](¢)
or vc[S](y) C ¢.

Definition 2.37. HeyVL: Verification encodings
Let ¢, € Heyloand S € HeyVL.

impldown(q)/ Sr 770) implup(q)/ Sr 770)

down negate;

down assume ¢; up assume @;

S; S;

down assert ¢ up assert y;
up negate

Correctness of these encodings immediately follows from Theorems 2.34 and 2.36.

Theorem 2.38. HeyVL: Verification encodings
Let ¢, € HeyLo and S be a HeyVL program.

ve[implyoun (@, S, P)](o0) = oo iff @ T ve[S]()
vclimpl o (@, S, P)](c0) =0 iff ¢ I vc[S](y)
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2.3.7. Encoding Specifications

We now know how to verify properties of HeyVL programs by encoding validity of
@ C vc[S](y) and vc[S] () C ¢. Assume now that we have already shown validity of
@ C vc[S](y) for a potentially complex HeyVL program S. Can we use this knowledge in
another HeyVL program? Ideally, we would avoid copy-pasting the implementation of S.
Instead, we will encode the specification of S with just three HeyVL statements: assert,
havoc, and assume.

Consider the Hey VL program S’ that consists of some part S, S, and S5:
S’ = 51 ’ S; Sz.

We know that ¢ C vc[S](¢) holds. Recall the meaning of ¢ = vc[S](¢) in classical terms:
When the pre-condition ¢ holds before the execution of S, we know that ¢ holds after
executing S. Other than ¢, we know nothing about all other variables because S could
have invalidated all other facts from before its execution. In the simple IVL (Section 2.1),
we could write this:

S1; assert @; havoc Vars; assume ¢; S,.

We execute S, then assert that ¢ holds. To represent the execution of S, we havoc all
variables. After that, we assume 1 holds and execute S,.

In HeyVL, we can write a similar program. We need to use the hard implication
down compare instead of down assume. There is also a completely dual version for up-
per bounds.

Definition 2.39. HeyVL: Specification encodings
Let ¢ € HeyLo and ¢ € Heylo.

SPeCown (@, P): specyp (@, P):
down assert @; up assert @;
down havoc Vars; up havoc Vars;
down compare ¥ up compare i

As desired, these encodings evaluate to ¢ in the current state o if ¢ is a lower/upper
bound to the post-expectation p.
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Lemma 2.40. HeyVL: Semantics of specification encodings
Let ¢, ¥ € HeylLo, S € HeyVL, and ¢ € X. For all p € Heylo:

iy
whmmaawmwmw={wwm tyse

0, else
, ify 3
ve[specy, (9, P)] () (o) = { Ef]](a) lelslif '

Proof. Let ¢, ¢, p € Heyloand ¢ € .

Vcﬂspecdown (q)r l/’)]] (P) (0')
= vc[down assert ¢; down havoc Vars; down compare 9] (o) (0) (definition of specyq,y)

= vc[down assert @] (vc[down havoc Vars] (vc[down compare ] (0))) (o)
(definition of ; )

= [[¢](e) M vc[down havoc Vars] (vc[down compare ¢](0)) (o) (definition of down assert)

= [¢] (o) M inf { vc[down compare ¢](p)(c") | o' € X} (definition of down havoc)
= [¢] (o) N inf{ { ;o’ ifl [yt < ol cex } (definition of down compare)
, else

= [¢l(e) Ninf{ o | o' € Z, [Y](c") < [pl(c") }U{0] 0" €L, [¢](c") £ [p](c”) }
(case split)

oo, fVo' e X [Y]c’") < [p]c")

0, else

oo, ifPpLCp

= [gl(o) M { 0 else (definition of C)

= [¢l (o) ﬂ{

(rewriting)

_[lglrne, ifycp
[el(e)yn0, else

_ { l¢l(e), ifpCTp

Moo=, en0=0
0, else (¢ ? 9 )

The proof for upper bounds is dual and omitted here. O

For lower bounds, we want the encoding specy,,., (¢, ) to always under-approximate the
true verification conditions of S where ¢ T vc[S](¥), i.e. vc[specyoun (@, ¥)](0) T vc[S](p)
for all p € HeyLo. The verification condition semantics of S need to satisfy monotonicity
(cf. Theorem 2.31), i.e.

Y Cp implies vc[S](y) C vc[S](p) .
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Recall that the monotone fragment HeyVL,,,, includes HeyVL programs with all but the
negation statements.

Theorem 2.41. HeyVL: Specification encodings are approximations
LetS € HeyVL,,,, be a HeyVL program from the monotone fragment and ¢, iy € Heylo.
Then:

@ Cvc[S](y) implies Vp & Heylo. vc[specyoum (@, P)](0) T ve[S](p)
@ A vc[S](y) implies Vp € Heylo. vc[spec,,(p, P)](0) 3 vc[S](p)

Proof. Let S € HeyVL,,,, be a HeyVL program from the monotone fragment and ¢, ¢ €
HeyLo. Assume ¢ C vc[S](¢) holds. Let p € HeyLo and ¢ € X. By Lemma 2.40,

ifpC
velpecsom (@ 9)](0) (@) = { EW‘T) tvEe

, else
In case [¢] () is returned, we have i C p and by monotonicity of vc[S]:
[p] () < ve[S) () (o) < ve[S] (o) (7).

In the other case, vc[specyoun (@, P)](0) () =0 < ve[S](p) ().

This concludes the proof for the first implication. The proof for spec,, is dual. O

The program S = x :~ 5 satisfies 0.5 C vc[S](0.1 - x) (cf. Example 2.35). We can
replace it by the specification encoding specy,,, (0.5, 0.1 - x). In the state ¢ € X with
post-expectation p € HeyLo, that evaluates to:

vc[specyoun (0.5, 0.1 - x)[ (o) (o)
= vc[down assert 0.5; down havoc Vars; down compare 0.1 - x](p)(c)
(definition of specyqn)

(Lemma 2.40)

_ [0.5](c), if0.1-xCp
B 0, else

By Theorems 2.38 and 2.41, the following program verifies:

implyoun (0.5, specqoun (0.5, 0.1-x), 0.1-x) .

Finally, we briefly look at the simplest way we found so far to encode specifications: with
just a single havoc statement.
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Theorem 2.43. HeyVL: Havoc
Let ¢ € HeylLo. Then:

VS € HeyVl¢,s. vc[S](¢) C vcup havoc Vars] ()
VS € HeyVL s vc[down havoc Vars](¢) C vc[S](¢)

Proof. Use the feasibility property (Theorem 2.32) with r € RS such that
r = vcfup havoc Vars](¢) (o)

for all ¢ € X. This is well-defined because vc[up havoc Vars](¢) is constant; we have for
allo € %
vc[up havoc Vars] (@) (0) = sup { [¢](c’) |c" € Z} .

By feasibility, ¢ T vc]up havoc Vars](¢) holds. The co-feasibility case is analogous.  [J
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3. Encoding pGCL into HeyVL

HeyVL is an intermediate verification language, aimed at proving properties of encoded
programs. It is explicitly not designed as an easy-to-use (probabilistic) programming
language, but instead as the intermediate layer that verification problems for probabilistic
programs are encoded in. For example, neither the conditional choice if with a Boolean
condition nor loops are included in HeyVL.

In this chapter, we encode the probabilistic programming language pGCL into Hey VL.
pGCL was defined by Mclver and Morgan as a probabilistic extension of Dijkstra’s
guarded-commands language (GCL) [MMos; Dijys5]. We will consider weakest pre-
expectation and weakest liberal pre-expectation semantics.

After defining pGCL in Section 3.1, we present the weakest pre-expectation and weakest liberal
pre-expectation transformers for pGCL (Section 3.2). They are similar to the verification
condition transformer we defined for HeyVL (Section 2.3.1). We then define encodings
for all language constructs with respect to both weakest pre-expectation transformers
wp and wlp. More formally, the goal is to provide (four different) encodings S" € HeyVL
such that S’ verifies if verification statements about a pGCL program C € pGCL of the
following form are true:

1. UPPER BOUNDS ON WEAKEST PRE-EXPECTATION SEMANTICS:
Is it true that wp[C[(X) C Y for expectations X, Y € E?
2. LOWER BOUNDS ON WEAKEST LIBERAL PRE-EXPECTATION SEMANTICS:
Is it true that Y C wip[C](X) for one-bounded expectations X, Y € E_;?
3. LOWER BOUNDS ON WEAKEST PRE-EXPECTATION SEMANTICS:
Is it true that Y C wp[C](X) for expectations X, Y € E?
4. UPPER BOUNDS ON WEAKEST LIBERAL PRE-EXPECTATION SEMANTICS:
Is it true that wip[C[(X) C Y for one-bounded expectations X, Y € E_;?

The encoding of loops is the difficult part of this task. For problems (1) and (2) we provide
the encodings of Park (co-)induction (Section 3.6.1) and k-(co-)induction (Section 3.6.2).
For both encodings, the user needs to provide a so-called loop invariant. Importantly, the
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encodings for (1) and (2) are always valid approximations with respect to the original
semantics of the program, regardless of whether the loop invariant is actually valid. We
discuss this property in Section 3.3.

For problems (3) and (4), we briefly demonstrate a bounded model checking encoding in
Section 3.6.3. However, bounded model checking does not use invariants and does not use
induction. The reason is that there are no corresponding versions of Park (co-)induction
and k-(co-)induction for these problems. There are other proof rules for these problems,
for example the one presented in [Har+19], which deals with lower bounds on weakest
pre-expectations (problem (3)). We leave the encoding of such proof rules in HeyVL for
problems (3) and (4) as future work.

We use the encodings of pGCL in this chapter to evaluate our implementation of a verifier
of HeyVL, Caesar. In the section Automation (Chapter 4), we discuss how we implement
the automated tool with the goal of efficiently verifying HeyVL programs that we encode
pGCL with. Ultimately, we are able to give similar guarantees about decidability and
complexities as Batz et al. report for their tool that is specifically built for the proof
rule k-induction [Bat+21a]. A HeyVL encoding of k-induction for a fixed k € N will be
provided in Section 3.6.2.

This chapter serves as an example of the expressiveness of HeyVL. By encoding pGCL, we
show that Hey VL can encode probabilistic programs and verify their properties. It is our
hope that Hey VL can serve as a reusable foundation for the verification of probabilistic
programs written in other languages. All encodings we show in this chapter can easily
be reused in other contexts. In particular, since pGCL programs can also represent
non-probabilistic programs, we immediately get encodings for the non-probabilistic
GCL.

In the chapter Abstraction (Chapter 5), we will see that all our constructions can be gen-
eralized to semantics not just on expectations, but on valuations that map a program state
o to values in lattices, like the Boolean lattice (B, =) that is used for classical verification,
or numbers in ([0,1], <) to represent bounded expectations, or natural numbers with
infinity (N U { o0 } , <) for reasoning about runtimes of non-probabilistic programs.

3.1. pGCL

pGCL is a probabilistic programming language defined by Mclver and Morgan as an ex-
tension of Dijkstra’s GCL [MMos; Dijy5]. Although semantics of probabilistic programs
were studied already by Kozen long before Mclver and Morgan in [Kozy9g; Koz81; Koz85],
only Mclver and Morgan reintroduced the non-deterministic choices that were present
in Dijkstra’s GCL, but that Kozen replaced by a probabilistic choice. Mclver and Morgan
consider the demonic non-deterministic choice M the “very basis of what is now known
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3.12. pGCL

as refinement and abstraction of programs”. “An implementation of a program refines its
specification; a specification abstracts from its implementation.” [MMos, p. 5]

The history of abstraction and refinement for probabilistic programs is interesting to us
because of its relation to HeyVL. The work of Mclver and Morgan recovered abstraction
and refinement for probabilistic programs. For non-probabilistic programs, these ideas
were introduced by Back [Bacy8]. This led to the refinement calculus [ Mor88; Bac8§;
Mor87; Morg4; BvWo8].

Although Mclver and Morgan defined the notion of refinement for probabilistic programs,
they did not add a specification statement [Mor88] from the refinement calculus to pGCL.
The specification statement can be used to replace a program by its specification that
includes a pre- and post-condition. We conjecture that the encoding of specifications in
HeyVL (Section 2.3.7) allows the encoding of this missing specification statement for
probabilistic programs. Further questions relate to the sound verification of recursive
probabilistic programs [Olm+16]. The definition of a specification statement for pGCL
is out of scope of this thesis. Therefore, we only encode pGCL as defined by Mclver and
Morgan and leave a specification statement for pGCL as interesting future work.

Let us now look at the syntax of the pGCL language we want to encode.

Definition 3.1. pGCL syntax
The set pGCL of pGCL commands is defined by the following grammar:

C ==skip (no effect)
|x :=a (assignment)
|1C; C (sequential composition)
| {C} [p] {C} (probabilistic choice)
|if (M) {C} else {C} (demonic choice)
|if (b) {C} else {C} (Boolean choice)
|while (b) {C}, (while loop)

where x € Vars is a variable, a € ArithExp is an arithmetic expression, b € BExp is a
Boolean expression, and p € [0,1] N Q is a rational probability.

For the arithmetic expressions a € ArithExp and the Boolean expressions b € BExp, we
use the syntax already defined for HeyLo and HeyVL in Section 2.2.5. With the addition
of the demonic choice, this definition specifies a superset of the language allowed in the
paper about relatively complete verification by Batz et al. [Bat+21b].

For now, we consider the semantics of the language without the demonic choice. Kozen
defined the semantics of such programs by measure transformers that move forwards
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through the program [Kozy9; Koz81]. An initial state ¢ € X is transformed into a
probability distribution over final states. We will look at weakest pre-expectation semantics
in the Section 3.2. In addition to these denotational semantics, there are also various types
of operational semantics. Examples for these are semantics in the form of probabilistic
transition systems [GKM14; Kam19] or trace semantics [CM12; PW15; Kam1g].

The skip statement does nothing. The assignment statement x := a assigns the result of
evaluating the arithmetic expression a in the current state to the variable x. Note that we
have a non-probabilistic assignment here, in contrast to HeyVL, where the assignment can
be probabilistic. A sequence C;; C, of two programs executes C; and then C,. Proba-
bilistic behavior is introduced by the probabilistic choice {C;} [p] {C,} which executes Cy
with probability p and C, with probability 1 — p. The demonic non-deterministic choice
is a difficult to interpret with just operational semantics, so we will just define its weakest
pre-expectation semantics later. The Boolean choice if (b) {C;} else {C;} executes C; if
the Boolean expression b evaluates to true in the current state and executes C, otherwise.
The loop while (b) {C} executes C if b is true in the current state and then repeats C until
b is false.

As for HeyLo and HeyVL, we use the same definition of program state (Definition 2.3). A
program state assigns a non-negative rational number in Q5 to each variable x € Vars.

3.2. Weakest Pre-Expectations

The previously discussed semantics were all forward semantics, proceeding from an initial
state forwards towards final states. The family of weakest pre-expectation transformers moves
backwards through the program, starting with a post-expectation and computing a pre-
expectation. This notion is based on the weakest pre-condition calculus for non-probabilistic
programs by Dijkstra [Dijy6]. The resulting pre-condition is logically weakest in the sense
that all other valid pre-conditions are implied by it. The backwards-moving random variable
transformers were originally defined by Kozen [Koz83; Koz85]. Mclver and Morgan
invented the name weakest pre-expectation calculus to emphasize the relation to Dijkstra’s
weakest pre-condition calculus and added support for non-determinism [MMos]. Our
verification condition semantics for HeyVL (Section 2.3.1) is based on this weakest
pre-expectation calculus.

There exist a number of very similar weakest pre-expectation semantics for probabilistic
programs [Kam1g]. In this thesis, we focus on the weakest pre-expectation and weakest
liberal pre-expectation semantics for pGCL. There are also specifically angelic weakest pre-
expectation transformers [MMos]. To reason about expected runtimes, Kaminski et al.
presented the expected runtime calculus [Kam+16; Kam+18]. Finally, a mixed-sign seman-
tics also allows negative values to be assigned to each state instead of just non-negative

44



3.2. Weakest Pre-Expectations

extended reals RE)) [KK17]. We believe the extension of Hey VL to support the encoding
of these additional calculi is an interesting avenue for further research.

Definition 3.2. pGCL: Weakest pre-expectations

Let C be a pGCL command. The weakest pre-expectation transformer wp[C]: E — E is
given by:

C wp[C[(X)

skip X

X:=a X[x — a]

C1; G wp[Cy [ (wp[C2] (X))

{C1} [p1HC} p-wp[Ci[(X) + (1 = p) - wp[Co](X)

if (b) {Cq} else {Cy} [6] - wp[C1[(X) + [=b] - wp[C,](X)
while (b) {C'} Ifp Y. [b] - wp[C'(Y) + [=b] - X

Let X € E be a post-expectation. The semantics of the skip command, wp[skip](X), does
nothing and returns the unmodified post-expectation X. An assignment x :=a results
in the variable x being replaced by a in the post-expectation X. Sequential composition
C1; C, computes the weakest pre-expectation of C, with respect to X, then uses this
intermediate result to compute the weakest pre-expectation with that. The weakest
pre-expectation semantics of the probabilistic choice amounts to a convex sum of weakest
pre-expectations of both branches. For the demonic choice, the pointwise minimum of
both branches is used. This is the worst case (“demonic”) with respect to lower bounds.
The Boolean choice uses Iverson brackets to compute the weakest pre-expectation of
either C; or C, depending on whether the condition b is true in the current state.

The semantics of the loop is defined as a least fixed point of the unrollings. We define the
characteristic function P ®y of the loop while (b) {C'} with respect to the post-expectation
X eEas

Yo E—>E, Y~ [b]-wp[C[(Y) + [—b] - X.

The weakest pre-expectation of the loop is defined as a least fixed point:
wp[while (b) {C'}](X) = lfp Y. POy (Y).

By monotonicity of "Pd and the fact that (E,C) isa complete lattice, the Knaster-Tarski
theorem guarantees that the fixed point exists [Tars5].

But what does the weakest pre-expectation wp[C] (X) actually mean? For programs C
without non-determinism, we have the Kozen duality [Koz83; Koz85]. Let p(¢’) € [0,1]
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3. Encoding pGCL into HeyVL

be the probability of C terminating in state ¢’ € ¥ when starting in the initial state o € X.
For any post-expectation X € E:

Y. ple’) - X(0") = wp[CI(X) (0.

o'exr

So wp[C](X) () computes the expected value of X after termination when starting in state
o. If X = [b], then wp[C](X) () is the probability of termination in state where b is true
when starting in state ¢. This equality can be extended with schedulers to incorporate
non-determinism as well [Kam19, page 81].

The dual to the weakest pre-expectation calculus is the weakest liberal pre-expectation
calculus. It uses a greatest fixed point for the loop semantics. Intuitively, it represents the
expected value of the one-bounded post-expectation X € E_; plus the probability of the
program not terminating. For this to be well-defined, the weakest liberal pre-expectation
calculus is defined over one-bounded expectations E-; only.

Definition 3.3. pGCL: Weakest liberal pre-expectations

Let Cbe a pGCL command. The weakest liberal pre-expectation transformer wip[C]: E<q —
E., is given by:

C wip[C](X)

skip X

x:=a X[x — a]

C1; G wip[C ] (wip[Co] (X))

{C1} [p1{C2} p - wiIp[C1](X) + (1 = p) - wip[C,] (X)

if (M) {C;} else {Cy} WIp[[Cl]](X) M wIp[[Cz]](X)
if (b) {C1} else {C}  [b] - wip[Cy](X) + [—b] - wip[C,] (X)

while (b) {C"} gfp Y. [b] - wip[C'](Y) + [—b] - X

Apart from being restricted to one-bounded expectations E.; and using the greatest
fixed point, the definitions of the wp and wlp coincide.

Throughout this chapter, we will use the geometric loop as an example program. The
encoding in Hey VL will use all the encodings we present in this chapter. This example
will also be used to illustrate the difference between the Park induction and the more
powerful k-induction encoding [Bat+21b].
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Figure 3.5.: Probability of ¢ = k for the geometric distribution with p = 0.5.

As an example, we define the geometric loop program Cg,, € pGCL as follows:

Cgeo = while(x=1){{x:=0}[05]{c:=c+1}}

This program flips a fair coin in each loop iteration until x # 1 holds. In each iteration
where x is not set to 0, the variable c is incremented by one. This program is called
geometric loop because the distribution of the variable c after the termination of Cg,
follows a geometric distribution. Starting from the initial state with ¢ = 0 and x =
1, the probability of c being assigned the value k € N after termination is given by
(1 —0.5)%.0.5 = 0.55*1. The probability distribution is depicted in Figure 3.5.

For arbitrary initial values of c, the expected value of c after execution evaluates to

c+ ZO.Sk”-k = c+1.
k>1

One can verify that this is indeed true using the weakest pre-expectation calculus by
computing wp[[Cgeo]](c). At the end of this chapter, in Example 3.38, we show that
wp[Cgeol(€) T ¢ + 1 holds using an encoding based on Park induction (Section 3.6.1).

3.3. Approximations

Now that we have defined the weakest (liberal) pre-expectation semantics, we come back
to the question of how to encode the validity query wp[C] (X) C Y and the three variations
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3. Encoding pGCL into HeyVL

from the introduction of this chapter. In the ideal case, we would have an encoding
S € HeyVL that is completely equivalent to C, i.e. that wp[C]([¢])(c) = vc[S](¢)(c)
holds for all states and all ¢ € Heylo.

For the purposes of verification, we instead only approximate the original pGCL program
C by the Hey VL program S. For upper bounds, we say S (up-)approximates C if

V¢ € Heylo. Vo € . wp[C]([¢]) (¢) < ve[S](@) (o).

Additionally, if we show some post-expectation p € HeyLo is a valid upper-bound for
the vc of the HeyVL program S with respect to pre-expectation ¢ € Heylo, i.e.

ve[S](g) C p,
then we also know by transitivity that
VoeXZ. wp[C]([¢]) () < ve[S](p) () < [p](0).

On the other hand, if the latter inequality does not hold, i.e. vc[S](¢) Z p, then we cannot
conclude that wp[C]|([¢]) () £ [p](c) because vc[S](¢)(c) might just be a too coarse
approximation. For example, the HeyVL program S = down assume 0 is always a valid
up-approximation for all pGCL programs C, because vc[down assume 0] (¢) = oo for all
@ € Heylo.

Recall that we can encode the property
ve[S](e) E ¢
with the Hey VL program impl,, (¢, S, p) (cf. Section 2.3.6):
down negate; up assume @; S; up assert p; up negate.

If this encoding verifies, i.e. if vc[impl,,(¢, S, p)(c0)] = oo, then vc[S](p) E ¢ holds. For
the dual ¢ C vc[S](p), we used

down assume ¢; S; down assert p.

Definition 3.6. pGCL approximations
Let S € HeyVL and C € pGCL. We say S down-approximates wp[C] if

V¢ € Heylo. Vo € . vc[S](¢) () < wp[C]([¢]) (7).
We say S up-approximates wp[C] if

V¢ € Heylo. Vo € 2. wp[C]([¢]) () < ve[S](p) (o).

The definitions for wip are analogous with the restriction ¢ C 1.
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We define the notions of down- and up-approximations for wp and wlp. For wlp, we require
that the post-expectation ¢ € HeyVL is bounded from above by 1, so that wip[C]([¢]) is
defined.

Thus, to solve the four problems from the introduction, we want four encodings with
the respective approximation properties: trans;s (C), tmnsé‘gzn (O), transyy,.(C), and

trans‘ﬁgp (C) that all map a pGCL command C to a HeyVL program S such that

1. transys (C) up-approximates wp[C],
2. tmnsggﬁn(C) down-approximates wip[C],
3. transgy, (C) down-approximates wp[C],
4. transiaP (C) up-approximates wip[C].

All four encodings coincide for loop-free C € pGCL. For loops, the Park induction and
k-induction encodings are used for problems (1) and (2), and bounded model checking
is used for problems (3) and (4).

The encodings for the skip, assignment, sequential composition C;; C, and demonic
choice if (M) are trivial. They simply translate from pGCL to the corresponding equiv-
alent statement in HeyVL, recursively translating sub-statements. The encodings of
the Boolean choice, probabilistic choice, and those for loops will be shown in the next
sections.

Definition 3.7. Encoding basic statements

Let C;,C, € pGCL. For trans € { transyk , transgy, transé‘gzn, tmns‘év,lp }, we define

C trans(C)

skip skip

X:=a X:ixa

Cy; Gy trans(Cq); trans(Cy)

if (M) {Cq} else {Cy} if (M) {trans(Cq)} else {trans(C,)}

The deterministic assignment x := a2 of pGCL is translated to a probabilistic assignment
x :~ a in Hey VL. Recall that arithmetic expressions a € ArithExp are valid distribution
expressions (Section 2.3.2). The result of x :~ a is the evaluation of 4 in the current
state o with probability 1, i.e. a probabilistic assignment with the Dirac distribution that
assigns probability 1 to o (a).
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3.4. Encoding If-Then-Else

The first statement to encode is the Boolean choice
if (b) {Cy} else {Cy}.
Recall the weakest pre-expectation semantics of the Boolean choice (Definition 3.2):

wp[if (b) {C;} else {Cr}](X)
= [b] - wp[C1](X) + [=b] - wp[Co](X) (definition of wp)

Evaluated in a state o, we get:

_ 1o | WPIGI (@), i [b] (o)
| wplCo](X) (), else

How do we encode this in HeyVL? We can use a non-deterministic choice and assume
either b holds, and then execute C;, or assume —b holds, then execute C,.

if (M) {down assume ?(b); S1} else {down assume ?(=b); S,}

where 51 and S, are the HeyVL translations of the pGCL statements C; and C, and ?(b)
is the Boolean embedding of b (Section 2.2.1). Recall:

0, else

by () = { oo, if [b](c)

Definition 3.8. Encoding of if-then-else

Let b € BExp and Cy,C, € pGCL. For trans € { transyb , trans;y, tmns‘ggzn, tmns[j"p'p },
we define

trans(if (b) {C;} else {C,})
= if (M) {down assume ?(b); S;} else {down assume 7(=b); S,},

where S; = trans(Cq) and S, = trans(Cy).

Lemma 3.9 states that the vc semantics of the encoding evaluates to a Boolean choice.
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Lemma 3.9. Semantics of if-then-else encoding
Let b € BExp and C;,C, € pGCL. For any ¢ € HeyLoand 0 € %,

vc[trans(if (b) {Cq} else {Co})] (@) (0)

_ vc[trans(Cy) [ () (o), if [b](0)
vc[trans(Cy)[ (@) (o), else

wlp

wp wp wlp
where trans € {tmnsdown, transyy , trans, .., transy, }

Proof. Letb € BExp, C1,C, € pGCL, ¢ € Heylo, and ¢ € X. Denote S; = trans(C;) and
S, = trans(C,) with the respective trans function.

vc[if (b) {S1} else {Sy}](@)(0)

= vc[if (M) {down assume ?(b); S;} else {down assume ?(=b); S,}](¢)(0)
(Definition 3.8)

= ((2(b) = vc[S1](@)) N (2(=b) — ve[Sy:](9))) (o) (definition of vc)
_ { (00 = ve[S1](9) (@) N (0 = ve[Si]() (@), if [B] (@)
(0 = ve[S1](@) () N (o0 - ve[S1] (@) (o)), else

(case distinction)

We have seen in Section 2.2.3 that 0 — 1 = oo holds for all ¥ € HeyLo.

_ (ve[Sq](@) (o) Moo), if [b](0)
(co Mvc[Sy] (@) (o)), else

ve[S1] (@) (o), if [b](o)
_ [welsileg [6] R
ve[Sy] (@) (o), else
Thus, the encoding of the Boolean choice indeed evaluates to a conditional on b. O

This Boolean choice in pGCL,

if (x =1) {Cq} else {Cy},
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is encoded in HeyVL by trans;) as follows:

if (M {
down assume ?(x = 1);
51
} else {
down assume ?(—(x = 1));
52
}

where S; = transy> (Cy) and S, = transyy (Cy).

In the following sections, we will use
if (b) {S1} else {S,}
as syntactic sugar in HeyVL programs to mean

if (M) {down assume ?(b); S;} else {down assume ?(=b); S,} .

3.5. Encoding Probabilistic Choice

The encoding of the probabilistic choice in pGCL,

{C1} [P] {Cz} ’

into HeyVL is simple. Although HeyVL does not have such a probabilistic choice state-
ment, we have the ber!(p) distribution expression (Section 2.3.2) that evaluates to 1 with
probability p and to 0 with probability 1 — p. Therefore, we can encode the probabilistic
choice by a random assignment to a temporary variable and then branch on the result:

choice :x ber!(p); if (choice = 1) {S1} else {S,},

where S; and S, are the HeyVL translations of the pGCL statements C; and C,. The if
statement is encoded as described in the previous section (Section 3.4). We assume the
variable choice is not used anywhere else in the program as this encoding overwrites its
value. One fixed variable choice suffices to encode multiple probabilistic choices in the
same program as the value of choice is immediately read and then not used anymore.
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Definition 3.11. Encoding of probabilistic choice

Letp € [0,1] and Cy,C, € pGCL. For trans € { transyb , trans;y, tmns‘c’ivcl,gn, tmnsmp },
we define

trans({Cq1} [p] {Co})
= choice :x ber!(p); trans(if (choice = 1) {C1} else {C,}).

We use the probabilistic choice of Example 3.4 to illustrate the encoding.

The probabilistic choice in Cgq,,
{x:=0}[05]{c:=c+ 1},
is encoded in HeyVL by transj] as follows:

choice :~ ber!(0.5);

if (M)A
down assume ?(choice = 1);
x:=0

} else {
down assume ?(—(choice = 1));

cixc+1

The encoding always evaluates to a convex sum over both branches.

Lemma 3.13. Semantics of probabilistic choice encoding
Letp € [0,1] and C;,C, € pGCL. For any ¢ € Heylo,

ve[trans({Cq} [p] {CoD] (@)
= p - vc[trans(C)] (@) + (1 — p) - vc[trans(Cr)] (@) ,

wlp wlp
downs F1ANSyp }

wp wp
where trans € { trans g, ., transyy , trans

53



3. Encoding pGCL into HeyVL

Proof. Letp € [0,11N Q, C,C, € pGCL, ¢ € Heylo, and ¢ € X.

vc[trans({Cq} [pl1 {CoH)] (@) (o)
= vc[choice :~ ber!(p); trans(if (choice = 1) {C1} else {Co})](@)(0) (Definition 3.11)
= vc[choice :~ ber!(p)] (vc[trans(if (choice = 1) {C1} else {Co})](¢))(0)

(definition of ; )
_ p-vc[trans(if (choice = 1) {Cy} else {Co})] (@) (o [choice — 1])
4+ —p) - vc[trans(if (choice = 1) {Cq} else {Co1)] (@) (o [choice — 0])
(definition of ber!(p))
= p - vc[trans(Cq)] (@) (o [choice — 1]) + (1 — p) - vc[trans(Cy)] (@) (o [choice — 0])
(Lemma 3.9)
=p - vcftrans(C) (@) (o) + (1 = p) - vc[trans(Cy) ] (@) (o)

(choice does not occur in Cq, Cy)

Therefore, this encoding evaluates to a probabilistic choice, as desired. O

3.6. Encoding Loops

The verification of programs becomes especially challenging in the presence of loops.
For example, Alan Turing famously showed that the problem of termination checking
is undecidable in 1937 [Tur3y]. Since already the classical weakest pre-condition can be
used to prove the termination of programs, it is no surprise that the computation of the
weakest pre-expectation is at least as hard. In fact, the complexity of verifying bounds on
the weakest pre-expectation of a probabilistic program with loops has been shown to be
even harder than the undecidability of the Halting problem [KKMa1g].

For our deductive verifier, we instead encode proof rules for loops. In this thesis, we
present two proof rules and corresponding HeyVL encodings for loops: Park Induction
(Section 3.6.1) and k-Induction (Section 3.6.2). k-induction is a generalization of Park
induction (Park induction is 1-induction), but we present the simpler Park induction
encoding first. The more general k-induction proof rule has a very similar encoding.

Both encodings require additional input from the user to encode a loop: A so-called
invariant. In classical verification, an invariant is a predicate that holds before the loop and
does not change after the loop’s execution. So when we can guarantee that a predicate is
a valid invariant, we know that if the invariant holds before the loop, it also holds after
its execution. The proof rule looks similar for probabilistic programs, but now there are
sub- and super-invariants for lower and upper bounds, respectively.

The task of our proof rule encoding is therefore to check that a user-provided invariant
is valid, and only then use that invariant for verification. For verification conditions, this
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means that if the invariant cannot be shown valid in HeyVL, the encoding must return
the trivial approximation of the semantics that is always valid. For down-approximations,
0 is always a valid lower bound and for up-approximations, cc is always a valid upper
bound.

We write C = while (b) invariant I {C} to denote a loop while (b) {C'} with an attached
invariant I € HeylLo. By a similar reasoning as above, there is always a trivial invariant
that leads to a valid down- or up-approximation. The validity of an invariant I is always
only given with respect to a post-expectation ¢ € HeylLo. So for the up-approximation of
wp[C], we want an encoding trans;y (C) such that

vc[transyy (while (b) invariant I{C'})](¢)
evaluates to [ if I is a valid super-invariant for C with respect to ¢, and to oo otherwise.

Both the Park induction and k-induction encodings work in this way. For k > 1, the
k-induction encoding accepts more invariants than Park induction does.

At the end of this section, we also briefly discuss bounded model checking (Section 3.6.3).
While Park induction and k-induction are both encodings for problems (1) and (2) of
the introduction, bounded model checking is used for problems (3) and (4).

3.6.1. Park Induction

Park induction, also known as Park’s lemma, or Park’s theorem, is a proof rule for complete
lattices (D, C) [Par69]. By proving one inequality, Park induction provides a bound on a
least or greatest fixed point.

Theorem 3.14. Park induction
Let (D, C) be a complete lattice. Letd € D and let @ : D — D be a monotonic function.
Then

dC ®(d) implies dC gfpx. ®(x) (Park co-induction)
o) Cd implies lfpx. P(x) Cd. (Park induction)

The lattice of expectations (E, C) is a complete lattice and the characteristic functional
"P®y of the while loop while (b) {C'} is monotonic. Therefore, we can apply Park
induction to obtain an upper bound I € E on the least fixed point of the characteristic
functional "P®y of the loop:

PO (I) C1 implies wplwhile (b) {C'}(X) =1lfpY."POx(Y) C L.

Dually, by showing a lower bound I € E.; on wip g x(I), we can prove a lower bound on
the greatest fixed point of *P®y in its loop semantics.
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We first define invariants I for loops as those expectations that satisfy either I C @y (I) or
PxI)EL

Definition 3.15. Invariants

Let "P®y be the characteristic function of C = while (b) {C'} with respect to the
post-expectation X € E. Let I € E. I is a wp-superinvariant of C with respect to X iff
PO (I)C L

Let P x be the characteristic function of C = while (b) {C'} with respect to the post-
expectation X € Ey. Let I € E.y. I is a wlp-subinvariant of C with respect to X iff
[C"PdL (D).

These definitions are directly related to Park induction. As Kaminski notes, related
literature uses different definitions of invariants [Kam19, Remark 5.2]. For example
Mclver and Morgan require the stronger wp[C](I) C [b] - I for wp [MMos, Definition
2.2.1]. There, post-expectations of the form [—b] - I are required for the rule to be
sound. We use the same definition as Kaminski. The superinvariants correspond to
supermartingales as used in e.g. [CS14; FH15].

Let us now encode the invariant check in HeyVL. We first define encodings for the
characteristic functionals “'*® and “'P® of the loop. These constructions will be used for
both Park induction and k-induction.

Let C = while (b) invariant I {C'} be a pGCL program. Recall that the wip-characteristic
functional “P®y of the loop C with respect to post-expectation X € E.; is given by

WPD (Y) = [b] - wip[C'](Y) + [—=b] - X .
We can rewrite W'pq)X(Y) with a conditional expression. Let o € .

wWp[C'T () (o), if [b (@)

POy (Y)(0) =
x(N)(@) {X(a), else

For "P®, this can be done analogously.

Definition 3.16. HeyVL: Encoding of characteristic functional

Let C = while (b) invariant I {C'} be a pGCL program. We define the encodings of
the characteristic functionals as follows:

iterf  iteri¥®: pGCL x HeyVL — HeyVL
iteri® (C, S) = if (b) { trans®> (C'); S} else { skip }

down

itergy (C, S) = if (b) { transyd (C'); S } else { skip }
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We define the Hey VL encoding as a conditional choice over the loop condition b. If b is
true, we execute the HeyVL encoding of the body C" and then continue with a HeyVL
program S € HeyVL. If b is not true, we do nothing (skip).

Lemma 3.17. Semantics of the characteristic functional encoding

Let C = while (b) invariant I {C'} be a pGCL program and let S € HeyVL and ¢ €
HeylLo. Forall o € %,

vc[transiP (CH](ve[S] (@) (e), if [b] (o)
lel (o), else
ve[transgy (CH](ve[S] (@) (o), if [b] (o)
lel(o), else

vc[iter$i? (C, $)](¢) (o) = {

velitergy (C, )](@) (o) = {

Proof. Follows from Lemma 3.9 and the definition of sequential composition. O

We need to encode a program whose verification conditions always evaluates to I.

Definition 3.18. Constant program
Let I € HeyLo. We define the I-constant program const(I) € HeyVL as:

const(I) = down assert I; down assume O .

Lemma 3.19. Constant program

Let I € HeylLo. The verification conditions of the constant program const(I) always
evaluates to I:

V¢ € HeylLo. vc[const(D)](¢) =1

Proof. Let] € HeyLo and ¢ € Heylo.

vc[const(I)] (@)

= vc[down assert I; down assume 0] (¢) (definition)
=In0O - g) (definition of vc)
=N =1 O
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The constant program can also be written in a variety of other ways (cf. Section 2.2.3).
For example:

const(I) = up assert I; up assume oo,
const(I) = up assert I; down assert O,

const(I) = down assert I; up assert oo .

We encode the characteristic functionals WIPCD(I ) and “P®(I) for some I € E using
Lemmas 3.17 and 3.19. Let C = while (b) invariant I {C'} be a pGCL program and
@ € Heylo and ¢ € X. Then, the semantics of characteristic functional encodings
iter(vj‘g\f,’n(c, S) and iteryy (C, S) with S = const(I) evaluate as desired:

wlp / .
vefitert™® (C, const(I))] () () = {Vcﬂtransdown(c ) (o), if [b](c)

[pl(o), else
wp ’ .
veitergy (C, const(I)] (@) (o) = vetransyg (CH][ (1) (o), if [b](0)
[pl (o), else

The next example shows the encoding of the geometric loop program of Example 3.4
with some invariant I € HeyLo. The encoding of the probabilistic choice was already
demonstrated in Example 3.12.

Let I € HeylLo. The encoding of Cge,,
Ceeo = while (x=1){C"} where C' = {x :=0} [0.5] {c :=c + 1},
inHeyVL by iter;? (Cgeo, const(I)) evaluates to the following, where P’ = transy, (C'):

if (M) {
down assume ?(x = 1);
P’
down assert I;
down assume 0
} else {

down assume ?7(—=(x = 1))

When we add the two statements

down havoc Vars; down compare I
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in front of iter;ﬂﬁn (C, const(I)), we obtain an encoding that evaluates to the top value co
only if vc [[tmnsévciﬁn(C’)]] (I) € I'holds and to 0 otherwise. Finally, prepend a down assert I
and we get the desired encoding for lower bounds. The program below returns I Moo =1
if vc[[tmns‘évggn(C’)]] (I C Iand I N 0 = 0 otherwise:

down assert I; down havoc Vars; down compare I; iter;"olv’jn(C, const(I)) .

Does the combination of these first three statements look familiar? They are exactly the
same as in the encoding of specifications from Section 2.3.7, specyoun (I, I).

Definition 3.21. HeyVL: Encoding Park induction

Let C = while (b) invariant I {C’} be a pGCL program. We define the encodings for
loops using Park induction as follows:

trans‘évgv‘jn(C) = specgound, I); iteré‘ﬁﬁn(C’, const(I))
transyy (C) = specy, (I, I); iteryy (C', const(I))

A very informal, but intuitive interpretation reads as follows: The specification encoding
represents arbitrarily many loop iterations that were already executed. And the loop
body that we append represents the last loop execution. At its end, we only need to
assert the invariant I. The assume 0 encodes the assumption that we do not need to
verify additional executions.

Figure 3.22 shows the complete expansion of both encodings for general programs. Recall

that there are multiple different encodings for the if-then-else statement and the constant

program, so that the tmns‘ﬁ'pp(S) encoding can be written equivalently with the angelic

choice if () and only up statements. In this way, both encodings are completely dual.

Let I € HeyLo be a HeyLo formula. The encoding with invariant I of Cge,,

Cgeo = while(x=1){C"} where C' = {x :=0} [0.5] {c :=c + 1},
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[
transy P (C) transyy (C)
down assert I; up assertI;

down havoc Vars;

down compare I;

if (M) {
down assume ?(b);
tmns‘(ﬂﬁn (Cy;
down assert I;
down assume 0

} else {
down assume ?(—=b)

}

up havoc Vars;

up compare I;

if (M {
down assume ?(b);
transyy (C');
down assert I;
down assume 0

} else {

down assume ?(—=b)

}

Figure 3.22.: Complete expansions of loop encodings with Park induction for a pGCL
loop with an invariant, C = while (b) invariant I {C'}.

in HeyVL by trans; (Cge,) evaluates to the following, where P’ = transig (C'):

up assert I;
up havoc Vars;
up assume I;
if () {
down assume ?(x = 1);
P’
down assert I;
down assume 0
} else {

down assume ?(—(x = 1))
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We define the notion of sub- and super-invariants on Hey VL.

Definition 3.24. HeyVL: Park induction invariants

Let C = while (b) invariant I {C'} be a pGCL program.

For any ¢ € Heylo, we say I C 1 is a sub-invariant for the wlp-down-encoding of C with
respect to ¢ if

vc[transi® (CH]()(e), if [b] (o)

v 2. I <
7e o) < { lel(o), else

Similarly, we say I is a super-invariant for the wp-up-encoding of C if

ve[transgy (CH] ) (o), if [b](0)

A4 2. I >
7e o) = { lel(o), else

Lemma 3.25 states that the semantics of the Park induction encodings evaluate to the
expected invariant check.

Lemma 3.25. Semantics of Park induction encodings
Let C = while (b) invariant I {C'} be a pGCL program.

I[(o), ifli b-invariant for C w.r.t.
vc[[tmnsé”lﬁn<c>]]<cp><a>:{gﬂ“’) if Iis a sub-invariant for C wirt. ¢

i else

[I](o), ifIis a super-invariant for C w.r.t. ¢
(o]

ve[transyy (O] (@) (o) = {

, else

Proof. Let C = while (b) invariant I {C'}, ¢ € HeylLo,and ¢ € X.

vc[transt® (C)](¢) (o)

= vc[specyoun L, I); iterévolv’jn(C, const(I)] (@) (o) (Definition 3.21)
= vc[specyoun (1, I)]](vcﬂiterm:v'?n(C, const(I))](¢)) (o) (definition of ; )
. ., wip /
_ { [l(e), ifIC vclitery,, (C’', const(I))](¢) (Lemma 2.40)
0, else

We now rewrite the condition of the conditional expression:

I C vc[iter®® (C’, const(I))](p)
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vc[[tmns‘c’ivolzn(C’)}](vc[[const(l)]](gp))(a), if [b] (o)

[l (o), else
(Lemma 3.17)

iff YoeX.[[J(o) < {

ve[transiyn (CH] ) (e),  if [b] (o)

le] (o), else

iff Iis a sub-invariant for the wlp-down-encoding of C with respect to ¢.

iff VoeZXZ.[I[(c) < { (Lemma 3.19)

Thus, the encoding trans‘(ﬂzn (C) behaves as expected. The case for trans;y (C) is dual. [

Let C = while (b) invariant I {C'}. Finally, we show that the Park induction encod-

ings are always valid approximations, i.e. that vc [[tmnsévcl)zn((f )] € wip[C] and wp[C] C

vc[transyy (C)]). For this, we need to assume that the encodings of the loop body C’ are

valid approximations. With this assumption, we can apply the Park induction theorem
to obtain our approximation theorem.

Theorem 3.26. Park induction encodings are approximations

Let C = while (b) invariant I {C'}. Let trans‘g’;\zn(C’) be a down-approximation of
wlp[C'] and trans;s (C') be an up-approximation of wp[C'].

For all ¢ € HeyLosuchthatp Cland I C 1,

ve[transi® (O)](¢) T wip[Cl([¢]) -
For all ¢ € Heylo,

ve[transgy (O)] () 3 wp[C([¢]) -

Proof. Let C = while (b) invariant I {C'} and let tmns‘cﬂsn (C") be a down-approximation
of wip[C’]. Assume ¢ C 1and I C 1. By Lemma 3.25, if I is not a sub-invariant for the
encoding of C with respect to ¢ € HeyLo, we have forall o € %,

vc[[tmnsggsn((:)]](gv)(ﬁ) =0 (Lemma 3.25)
< wip[C]([e]) (o) (Vre R$,.0<7)

Now assume I is a sub-invariant for the encoding of C with respect to ¢ € HeyLo. For all
states o € %,

[ (e) < vc[itersiP (C', const(I))](I)(o) (Iis a sub-invariant)
[ ve[transy® ()OI (o), if [B] (o)
B le](o), else

(Lemmas 3.17 and 3.19)
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tmns‘éﬂ&n (C") is a down-approximation of wip[C'], therefore:

< | WIRICIAID (o), i [b] ()
| [el(o), else
=P ([1) (o) (cf. definition of *'P®)

With Park induction, we get:

(o) < [1](o)
< (gfp Y. PO () (o) (Park induction)
= wip[C]([¢]) (o) (definition of wlp)

So when [ is a sub-invariant, we have:

vc[transt® (O] () (o) = [1] (o) (Lemma 3.25)
< wip[C[([¢]) (o)

Therefore, vc[[transmzn(C)]] is a valid down-approximation for wlp[C]. The proof for
vc[transgy (C)] is analogous. O

3.6.2. k-Induction

k-induction [SSSoo] is a generalization of induction, where k transition steps in a program
are used to verify a property instead of just 1. For k = 1, k-induction is the same as Park
induction, therefore Park induction is also called 1-induction. Originally invented for
hardware verification [SSSoo], k-induction has also been used in software verification,
e.g. [Don+11]. Recently, Batz et al. have extended k-induction to the verification of
probabilistic programs by generalizing k-induction to lattices [Bat+21b].

We now provide an encoding for k-induction in HeyVL for a fixed k € N. As for Park
(co-)induction, we have encodings transys (C) and transggﬁn (C), but there are no (valid)
encodings for the other two directions. In [Bat+21b], the k-induction operator ¥y is only

defined for upper bounds. We also use the dual of ¥ to prove lower bounds for wip.

Definition 3.27. k-induction operators

Let @: D — D be a function on a lattice (D, C) and let f € D. The k-induction operators
dOW”‘Ff and "YWy with respect to f and & are defined as:

YD D, de &(d)uf
YD D, de dd)nf
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The k-induction theorem looks very similar to the one of Park induction (Theorem 3.14).
Now we have dD(dOW”‘If’;(d)) or @(“p‘lf’;(d )) instead of just ®(d). The expression d°‘"”‘1’§ (d)
refers to the k-fold application of “*"¥,, to d.

Theorem 3.28. k-induction
Let (D, C) be a complete lattice. Letd € D and let @ : D — D be a monotonic function.
Fork € N,

dC CID(dOW”‘F’;(d)) implies d C gfp x. ®(x) (k-co-induction)
O(PYE(d)) Cd implies Ifpx. @(x) Cd (k-induction)

Proof. The least fixed point statement is shown in [Bat+21b, Theorem 2]. The statement
about greatest fixed points is dual. O

We get the following statement for lower bounds on weakest liberal pre-expectations of
loops C = while (b) invariant [ {C'}. Letk € N,and I, X € E;. The ® used in downy jg
the wlp-characteristic functional “P®y.

[C"Pdy (“"Yk(1)) implies IC gfpY. "Dy (Y) = wip[while (b) {C'}](X).
And there is also a dual statement for upper bounds of wp.

The encoding for k-induction is similar to the one of Park induction. We start with the
assert, havoc, and compare statements for the specification encoding. Then we encode the
characteristic functional ®y, but now instead of encoding ®x(I), we encode the (k — 1)-
fold iteration of ¥;(I) wrapped in one ®-encoding. Let C = while (b) invariant I {C'}
For lower bounds of wlp and k = 2, that amounts to one application of ¥; to I:

speCqoun L, I); iter;V'pn(C, extend"P (C, const(I))),

ow down

where extendévolﬁn (C, const(I)) encodes ¥;(I) for lower bounds of wlp.

Definition 3.29. HeyVL: k-induction operator encodings
Let C = while (b) invariant I {C'} be a pGCL program and let k € N. Then, the

k-induction operator encodings are defined as follows:

extend? (C): HeyVL — HeyVL, S~ up assert I; iter’® (C, S),

down

extend;y (C): HeyVL — HeyVL, S~ down assert I; iteryr (C, S) .

Notice how we simply use the up assert statement for lower bounds and the down assert
for upper bounds. With ¢ € HeyLo, the semantics of this encoding evaluates to:

vc[extend’? (C)(S)](g) = I U vc[iter’™® (C, $)](¢) .

down
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This is a simple encoding, but there is another equivalent encoding that may be some-
what more intuitive from an operational perspective. We might define the encoding
extend”™® (C, S) as

down

if (U){ iter;ﬂv’jn(C, S) } else { const(I) } .

Informally, this operator encoding can be interpreted as an angelic choice that chooses
the branch whichever maximizes the pre-expectation, and so goes towards the greatest
pre-expectation possible, i.e. that makes the verification of lower bounds most likely. In
one branch, we run the next iteration, S, and in the other, we assert I holds and assume
that this is the final iteration. Similar to the intuition from the previous section on Park
induction, the k-induction encoding can be read as the encoding of one of the last k iterations
of the loop after arbitrarily many before it.

We write extend"P (C)®(S) for the k-fold application of extend"® (C) to S € HeyVL:

down down

extend"™ (C)(©(S) = S

down

extendﬁ';v’jn(C)“”)(S) = extend™ (C, extend"® (C)® (S))

down down

Same for extendyy .

Definition 3.30. HeyVL: Encoding k-induction
Let C = while (b) invariant I {C'} be a pGCL program and k > 1. We define the

encodings for loops using k-induction as follows:

kind""® (k, C) = speCqaoun L, I); iter™® (C, extendévgsn(C)(k_l)(const(I)))

down down

kindgd (k, C) = specy, (I, I); iterys (C, extendyy (C) %=V (const(I)))

Note that k-induction encodings require k — 1 applications of the extend encoding. This
is the same terminology as used by Batz et al. [Bat+21b]. When k = 1 holds, the
encoding contains no actual extend encoding because extend(C)°(S) = S. In this case,
the encodings of k-induction and Park induction are completely identical. Figure 3.31
shows the expansion of the encoding of 2-induction for a loop. For readability, we use
the Boolean choice notation if (b) in Hey VL.
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Proof. Follows immediately from Lemma 2.40. O
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kind}P (2, C) kindy® (2, C)
down assert [; up assertI;
down havoc Vars; up havoc Vars;
down compare I; up compare I;
if (b){ if (b){
tmns‘éﬂ&n(C’) : transyy (C');
up assertI; down assert I;
if (b){ if (b){
tmnsggﬁn (C; transyg (C');
down assert I; down assert I;
down assume 0 down assume 0
} }
} }

Figure 3.31.: Loop encodings with 2-induction for C = while (b) invariant I {C'}.

Lemma 3.32. Semantics of k-induction encodings

Let C = while (b) invariant I {C'} be a pGCL program and k > 1. Let ¢ € HeyLo. For
allc e %,

ve[kind® (k, C)](¢)(c)

down
| ey, ifIc vcitersiP (C, extend® (C)*=D (const(I)))](¢)
0, else
ve[kindys (k, O)] (@) (o)

[MI(e), ifI 3 vc[iters?(C, extendy? (C)*=1 (const(I)))](¢)

0o, else
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Theorem 3.33. k-induction encodings are approximations

Let C = while (b) invariant I {C'}. Let tmnscvj"(!gn(C’) be a down-approximation of
wp

wlp[C'] and trans;y (C') be an up-approximation of wp[C'].

Forall ¢ € HeyLosuchthatg C1,IC 1,and k > 1,
velkindgon, (k, C)1(¢) € wip[CI([]) -
Forall p € Heyloand k > 1,
ve[kindyy (k, )] (@) 3 wp[Cl([¢]) -

Proof. Let C = while (b) invariant [ {C'} and let tmns‘g’gsn(C’) be a down-approximation
of wip[C’]. Furthermore, let ¢ € HeyLosuchthat9p C1,IC 1,andk > 1. Let ¢ € . By
Lemma 3.32,

ve[kind® (k, O)](g)(c)

down
_ { [[(o), ifIC vcliteryi? (C, extendf? (C)* =1 (const()))](¢)
0, else

The case when 0 is returned is trivial, since 0 C wip[C] ([¢])-

Assume I C vc[iter"? (C, extend"P (C)*=D(const(I)))] (@) holds. Forall ¢’ € X,

down down

[ (") < vcliters® (C, extendinn (C)*=1 (const(1)))] () (o)
< W'pd>u¢ﬂ<[[vc[[extendW'P (C) &=V (const ()] (@) (c") (cf. Theorem 3.26)

down

If we show vc[[extendgv(:zn (C)&=D (const(I))] (@) T dOW”‘Ifﬁl ([ID) for allk € N where "y

is the k-induction operator with respect to Wlpq)[[(m], we get by monotonicity of *'P®:

< wlpq)[[(P]] (downqﬂ[&il) (0_/)
Then, we can apply the k-induction theorem (Theorem 3.28):
[(o) < gfp Y. P, (V)
= wip[C]([¢]) (o) (definition of wlp)
We now show by induction over k > 1, forall ¢’ € Z:
vcextend’? (C)* =D (const(I))](p)(c") C d”“\{fﬁ%[[[]])(a’)

For the base case k = 1, we have:

vcextend’? (C)* =D (const(I))](p) (o)
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= vc[const(I)] (@) (") (k—1=0)
= [I] (") (Lemma 3.19)
=yl ([ (o) (fOx) = x)
:down\I/k 1([[1]] Y (") (k—1=0)

Now assume the statement holds for an arbitrary but fixed k > 1. Then,

vefextend? P (CY® (const(1))] () (c)

down
= vcfextend? (C)D (extend’? (C)*=D (const(I))](¢) (¢")
C vc[up assert I; zterdop (C, extend‘é“o'\';n(C)<k‘1)(const(l)))]](go)(a’) (Definition 3.29)
=[]ty u vc[[zterdown(C extendévolpn(Cﬂk—l)(const(I)))]](gp)(cr’) (definition of assert)

We use the fact that transy." wip ,(C") is a down-approximation of wip[C’] to rewrite with
“P®, just like in Theorem 3.26 for Park induction.

C [ u W"’obm ([vclextendP (C)* =D (const(I))](9)]) (") (cf. Theorem 3.26)
= Y ([ve[extendyn’, (C) <= (const ()] (@)]) (¢”) (Definition 3.27)

We use monotonicity of “""¥ and the induction hypothesis:

C downlI;[[ (downq;][fl]]l([[l]]))(a )

downq;k ([[I]])(O’ )

We have now shown everything required to show the theorem for kindzvolv’jn (k, C). The

proof for kindy, (k C) is dual. O

3.6.3. Bounded Model Checking

Bounded model checking [Bie+99] is a technique to refute properties. It was generalized by
Batz et al. [Bat+21b] to lattices. In this setting, bounded model checking simply amounts
to computing the k-th iteration of the characteristic functional of the loop, starting at 1
(for lower bounds on wlp) or 0 (for upper bounds).Fx®

Definition 3.34. HeyVL: Encoding bounded model checking

Let C = while (b) {C'} be a pGCL program. The k-th iteration of the bounded model
checking encodings is defined as follows:

bmcdown’ meWIP pGCL x N — HeyVL
bmei? (C,k) = iteryn (C)% (const(0))
bmciP (C, k) = iterfa? (C)® (const(1))

The repeated iterations iter'” and iterls® are defined analogously to Definition 3.16.
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For wlp, the k-th iteration is an up-approximation and for wp, the k-th iteration is a
down-approximation. These corresponds to problems (3) and (4) respectively from the
introduction of this chapter.

Theorem 3.35. Bounded model checking encodings are approximations

Let C = while (b) invariant I {C'}. Let transyy (C") be an up-approximation of wp[C’]
and tmns‘évolzn (C") be a down-approximation of wp[C’].

Forall p € Heyloand k > 1,

ve[bmeg® (k, C)] (@) T wp[C]([¢])
Forall ¢ € Heylosuchthatp C1,IC1,andk > 1,

ve[bmelp? (k, ©)] (@) 2 wip[C]([¢])

The proof is simple and omitted here. One merely needs to show that bmc‘é"o'fm (C, k) en-
codes WPCI)’[E 7 (0) and that bmc‘t’,ﬁp (C, k) encodes W'pCD’E 7 (1). Then, use the facts WpCD’E 7 (0) C

1fp X. "PPy,;(X) and "POf (1) T gtp X. P, (X).

To refute an invariant I € HeyLo for a particular post-expectation ¢ € HeylLo, we need to
show that I is not a bound for the bounded model checking encoding, e.g.

ve[bmei? (k,O)](¢) L I

down

Together with Theorem 3.35, the above statement contradicts I being a valid super-
invariant, since valid super-invariants always satisfy

wp[C]([¢]) ET.

3.7. Complete Encodings

We now summarize the our encodings for pGCL programs. Figure 3.36 shows the
encoding trans$® (C) for a pGCL program C. The encoding transif (C) is dual. At the
end of this chapter, Example 3.38 illustrates the complete encoding with Park induction

for the geometric loop example program.
Theorem 13.37 is the central correctness theorem of this chapter. For wlp, we require that

all invariants I € HeyLo that occur in loops are 1-bounded.

Theorem 3.37. HeyVL encodings are approximations
For all C € pGCL,

o transi® (C) is a down-approximation of wip[C] and

e transy, (C) is an up-approximation of wp[C].
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C transiP (C)
skip skip

X:=a X:xa

Ci; G 515 52

{C1} [p1 {Cy}
if (M) {Cq} else {Cy}
if (b) {Cy} else {Cy)

choice :~ ber!(p); truns‘éﬂﬁn(if (choice = 1) {C;} else {C,})

if (M) {Sq1} else {S,}

if (M) {down assume ?(b); S;} else {down assume ?(=b); S,}

while (b) invariant I {C'} specqoum(I, C)I; iteréﬂsn(C’, const(1))

Figure 3.36.: Summary of pGCL encodings for lower bounds of wlp. We use the abbrevi-
ations S; = tmns‘(ﬂﬁn(Cl) and S, = trans‘é‘gzn(Cz). For wlp, we require I C 1.

Proof. Let C € pGCL. We show that trans®®® (C) is a down-approximation of wip[C], i.e.

Vo C 1.

ve[transi® (C)](¢) € wip[C]([¢]) -

We do the proof by induction over the structure of C. Let ¢ € HeylLo such that ¢ C 1 and

leto € X.
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Base cases:
e C = skip:
vc[[tmnsggﬁn(skip)]](go)((7) = vc[skip] (@) () = [@] (o) = wip[skip]([¢])-
e C=x:=a

vc[[trans‘év(!v'jn(x =a)](¢)(0)

= vcfx = a (@) (o) (definition of trans}P )
= [plx — al](o) (definition of vc)
= wlp[x :=a]([¢]). (definition of wlp)

Now assume the induction hypothesis holds for arbitrary but fixed C;, C, and C' € pGCL.

Induction step.

o C=0Cq; Gy
ve[transib (Cq; C2)](@) (0)
= vc[transi® (Cy); transi? (Cy)](¢) (o) (definition of transi?, )
= vc[transiP (Cy)](ve[transioP (Co)](9))(c) (definition of vc)
< wlp[Cq](vc [[transg'(!gn (CH] () (o) (induction hypothesis)
< wip[Cq](wip[Co] ([e])) (o) (induction hypothesis)
= wlp[Cy; Gl ([l (o) (definition of wip)

o C={Cq} [pI{Cy}.
ve[{C1} [P1 {C} (@) (o)
= (p - vc[transi® (C](@) + (1 = p) - ve[transi® (C)](9)) () (Lemma 3.13)
< (p-wip[C]([e]) + 1 —p) -vc[[tmns\év;\';n(cz)]]((p))((f) (induction hypothesis)
< (p-wip[C1]([@]) + (1 = p) - wip[Co] ([¢])) (o) (induction hypothesis)
= wip[{Cy} [p] {C} ] ([e]) (o) (definition of wlp)

e C=1if (N) {Cq}else {Cy}.

vc[transiP (if (M) {Cy} else {Co))](¢) (o)
= vc[if (M) {transiiP (Cy)} else {transii® (Co)}|(@)(¢) (definition of trans® )

down o
= vc[[transéﬂ&n(cl)]] (p)(o) N vc[[tmns‘(ﬂﬁn (C)] (@) (o) (definition of vc)
< wip[C1]([e]h (o) M vc[[tmns\évolgn(cz)]] (@) (0) (induction hypothesis)
< wip[C1]([e]) (a) N wip[Co] (@] (o) (induction hypothesis)
= wip[if (M) {C;} else {Cy}]([¢]) (o) (definition of wlp)
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o C=1if (b) {C;}else {Cy}.
vc[[trans‘é"gzn(if (b) {C1} else {Coh) (@) (0)

B vc[[trans‘c',ﬂzn(cl)]](go)(a), if [b] (o)

= wip (Lemma 3.9)
veftransy, (Co)[(@) (o), else

< Wlp[[cl]] ([I[GD]]) (@, if [[b]] (@) (induction hypothesis)
ve[transy P (Cy)[(@) (o), else

< { wip[C1] ([[go]]) (), if [b] (o) (induction hypothesis)

wip[Co ] ([e) (o), else
= ([b] - wip[C1] (@] + [=b] - wip[Co] ([@])) (o) (rewriting)
= wlp[if (b) {C;1} else {Cy}]([¢]) (o) (definition of wlip)

e C =while (b) invariant I {C'}.

vc[transi® (while (b) invariant I{C'})](¢) (o)
< wip[while (b) {C"}]([¢]) () (Theorem 3.26 with induction hypothesis)

Therefore, trans‘(;"(lv'jn(C) is a down-approximation of wlp[C] for all C € pGCL by the
principle of induction over the program structure of C. The proof for trans;, (C) is
analogous. O

As the conclusion of this chapter, we show a complete Hey VL program that can be used
to show that ¢ + 1 is a valid upper bound for wp[Cg,](c), where Cg, is the geometric
loop program from Example 3.4.

The following HeyVL program S verifies (vc[S](c0) = oo) if and only if ¢ + 1 is a valid
upper bound for wp[Cye,] ().

Because we are verifying upper bounds, we enclose the program by down negate and
up negate (cf. Theorem 2.36). The up assume ¢ + 1 at the start and the up assert c at
the end are used to encode the query vc[S'](c) C ¢ + 1 (cf. Theorem 2.34).

For the loop encoding, we use Park induction with the invariant
I= [x=1]-(c+1)+[x#1]-c.
The evaluation of vc[S] (o) is provided in the comments in between the lines and starts

from the bottom, proceeding upwards. Since vc[S](cc) = oo, we have shown that ¢ + 1
is a valid upper bound for wp[[CgeO]] (c).

/] oo
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// =0

down negate;

/10

/] (c+1) « (x=1]-(c+D +[x#1]-0)

up assume c + 1;

[/ Ix=1]-(c+ 1) +[x#1]-c
[/ ([x=1]-(c+1) +[x#1]-0u| |0

upassert[x=1]-(c+1)+[x#1]-c;

/1| ]o

Vars

up havoc Vars;
/10
[/ ([x=1]-(c+D) +[x#1]-0) N ([x =1]
up compare [x =1]-(c+ 1)+ [x #1] -¢;
[/ [x=1]-(c+1)+[x#1]-c
/1 Qx=1)>(c+DHNnCx+1) —c)
if (M) {
/1M(x=1) - (c+1)
//7(x=1) > (c+05- 1+ [x=1]))
down assume ?(x = 1);
//c+05-(1+[x=1])
//05-c+05-(c+1+[x=1])
choice :~ ber!(0.5);

3.7. Complete Encodings

c(c+1D)+[x#1]-0)

/] (?(choice = 1) — ¢) N (?(choice # 1) - (c+ 1+ [x =1]))

if (M {
/] ?(choice = 1) = ¢
down assume ?(choice = 1);
/¢
//10=1]-(c+1)+[0#1]-c
x:=0
[/ x=1]-(c+D+[x#1]-c

} else {
/] ?(choice # 1) - (c+ 1+ [x =1])
down assume ?(choice #+ 1);
//c+14+[x=1]
[/ x=1]-(c+2)+[x#1]-(c+1)
cimc+1
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[/ [x=1]-(c+1)+[x#1]-c
}
[/ x=1]-(c+1) +[x#1]-c
/] ([x=1]-(c+1)+[x#1]-c)Noo
downassert[x=1]-(c+ 1)+ [x#1]-c;
/] o
//0—-c
down assume 0
/]c
} else {
/1?x#1) —c¢
down assume 7(x # 1)
/¢
b
/¢
//cu0
up assertc;
/10
/] ~o0
up negate

/] oo

Using 2-induction with the simple invariant I = c¢+1, one can also show that wp[Cge,[ (¢) £
¢ + 1 holds. The 2-induction encoding is one of our examples we use in the evaluation of
our implementation Caesar in Section 4.3.
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4. Automation

In the previous chapters, we introduced HeyLo and HeyVL and have seen how to encode
verification problems of pGCL programs in HeyVL. In this chapter, we look at the
automation of deductive verification of HeyVL programs with the goal of implementing
an automated deductive verifier for HeyVL programs. We develop Caesar, a tool written
in Rust that takes a HeyVL program, generates verification conditions, and checks their
validity using the theorem prover Z3 [dMBo8].

While the generation of verification conditions in Caesar mostly follows the definition of
the vc transformer (Definition 2.25), the validity checking of HeyLo formulas is more
involved. Recall that a HeyLo formula ¢ € Heylo is valid if and only if ¢ = co. Because
of the complexity of automated theorem proving, we want to utilize the considerable
engineering effort that went into automated theorem provers like Z3. In Section 4.1, we
present an encoding of this validity problem for Z3. However, the encoding of quantifiers
(LI, and [1],) in HeyLo formulas is naive and led to Z3 returning “unknown” on many
inputs.

Therefore, we develop quantifier elimination for HeyLo in Section 4.2: We show that
for many formulas ¢ € Heylo, there is a quantifier-free formula ¢’ € HeylLo that is
valid if and only if ¢ is valid. We also identify a fragment of HeyVL for which quantifier
elimination of the corresponding verification conditions is always possible. This fragment
includes the Hey VL encodings for pGCL programs presented in the previous section,
with a restriction on the quantifiers that may occur in the assertions. Finally, we discuss
the implementation of Caesar in Section 4.3.

4.1. Encoding HeyLo into SMT-LIB

Z3 is an automated theorem prover that is widely used in software verification [dMBo8].
On a high level, Z3 accepts a mathematical formula and tries to determine whether it is
satisfiable or unsatisfiable. In some cases, Z3 is not complete and returns “unknown”.
Z3 accepts input in the SMT-LIB format, a language to specify theories, logics, and inputs
to SMT solvers like Z3 [BFT17].

Our goal is to provide an encoding in SMT-LIB that is unsatisfiable if and only if the
verification conditions in the form of a HeyLo formula are valid. More generally, we
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4. Automation

develop an encoding that is unsatisfiable if and only if ¢ = oo for a given ¢ € HeyLo.
Our approach is simple: We encode the HeyLo formula ¢ directly in SMT-LIB, so that
there is an SMT-LIB formula f that evaluates to [¢](c) € RS, in state ¢ € X. For this,
we define a custom datatype RealPlus in SMT-LIB that represents values in RY,. Then,
the final query checks encodes —(co C f) — which is unsatisfiable if and only if ¢ = co.

Notation Throughout this section, we avoid the use of SMT-LIB syntax as much as
possible for readability. For example, instead of (forall ((x RealPlus)) f), we write
Vx € RealPlus. f. For function applications, we write f(x,y,z) instead of (f x y z).
Similarly, we use

instead of (ite f g h).

{g, if f

h, else

The RealPlus Datatype Z3 does not support a sort (i.e. a type) that represents values
in RY), out of the box. We define a custom datatype that either represents infinity or
a (non-negative) real value. The following SMT-LIB declaration defines RealP1lus, our
representation of RS

(declare-datatype RealPlus
( (infinity)
(finite (value Real)) )

This declaration creates a sort RealPlus with two associated symbols:

infinity: RealPlus
finite: R — RealPlus

That means the formula infinity has sort RealPlus and represents co. (finite x) with
x € R also has sort RealPlus and represents a finite value. We always assume that x is
non-negative. For this, we add constraints to free variables ensuring that x > 0. We write
x with x € R to mean (finite x) and we write oo instead of infinity.

Furthermore, the declaration creates the selector symbol value that has sort Real. The
SMT-LIB formula (value (finite x)) evaluates to x. However, (value infinity) is
undefined.

To test whether a formula of sort RealPlus evaluates to infinity or a finite value, we
can use the automatically declared testers. They are written as (_ is infinity) and
(_ is finite). The SMT-LIB formula ((_ is infinity) x) evaluates to true when x
evaluates to infinity. Similar for (_ is finite). We abbreviate ((_ is infinity) x) by
x = co. The notation x # oo is used to abbreviate ((_ is value) x).
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4.1. Encoding HeyLo into SMT-LIB

Ordering RealPlus We define the ordering on RealPlus in a natural way:

C: RealPlus x RealPlus — Bool
XEy=(y=o00)V(x# oo Avalue(x) < value(y))

This definition respects the ordering of Ry: x C oo always evaluates to true. co C y
evaluates to true if and only if y = co. And when x # oo and y # oo, then x C y evaluates
to true if and only if value(x) < value(y).

Arithmetic on RealPlus For probabilistic choices, HeyLo supports the addition operator +
and the multiplication operator -. We encode them in SMT-LIB using case distinctions.

+: RealPlus x RealPlus — RealPlus

f ety oo, ifx=coVy=oco
B value(x) + value(y), else

-: RealPlus x RealPlus — RealPlus

value(x) - value(y), ifx # oo Ay #
X-y=10, ifx=0vy=0

oo, otherwise

In SMT-LIB syntax, value(x) + value(y) is written as (finite (+ (value x) (value y))).
The case distinction with three cases is to be read as a nested ite.

The encoding of the addition operator + is simple: If any operand is infinite, the result
is infinity. If both operands are finite, the result is given by the addition of their real
number values.

For the multiplication, we distinguish between three cases. If both operands are finite,
the result is given by the multiplication on real numbers. If any operand is zero (and
the other is infinite), then the result is zero. Otherwise, both operands are infinite and
therefore the result is as well.

Unary and Binary HeyLo Operators on RealPlus The encodings of the unary and binary
HeyLo operators like — and « quite trivially follow the semantics provided in Defini-
tion 2.18. For example, the implication is defined as follows:

—: RealPlus x RealPlus — RealPlus

o, ifxCy
X — y =
y, else
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4. Automation

The negation —x is defined like this:

—: RealPlus — RealPlus

oo, ifx=0
X =
0, else

All other unary and binary operators are encoded analogously. In particular, the binary
infimum N and supremum U operators are also encoded with an if-then-else, using the
fact that R;’O is totally ordered. For example,

M: RealPlus x RealPlus — Bool

{ x, ifxCy
xnNy =
y, else

The encoding of the Iverson bracket [b] and the embedding function ?(b) is also done
using if-then-else.

Limits on RealPlus For the encoding of the HeyLo quantifiers (| |, and [],), we need to
encode the supremum and infimum over RealPlus, respectively. For each occurrence ¢;
of a HeyLo quantifier, we generate a new symbol limit; of sort RealPlus. Then we add
constraints to the problem that specify that limit; evaluates to the corresponding limit.
For example, ¢; = | |, ¢ results in a new symbol limit; with the following two additional
constraints:

1. ¢; is a lower bound on ¢ for all x:

Vx € on. llmltl C @

2. @; is the greatest lower bound:
Vx € Q5. VYother € RealPlus. other T ¢ = other C limit;

where other is another fresh symbol of sort RealPlus to quantify over all lower
bounds of ¢.

Note that Z3 does not support a non-negative rational number type directly to represent
x € Qs(, but we can implement it using the rational number type with the additional
constraints x > 0 and that x can be represented as the result of a division of two integers.
Since the two constraints above directly implement the definition of an infimum, it is
obvious that this encoding is correct. The encoding of ], ¢ is dual.
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4.2. Quantifier Elimination for HeylLo

HeyLo formulas that contain quantifiers, i.e. [ ], and [ |,, have been problematic with
our SMT-LIB encoding and Z3. When checking validity by using the encoding of the
previous section, Z3 was often unable to prove either satisfiability or unsatisfiability. In
this section, we present a general method to eliminate (some) quantifiers that occur in
HeyLo formulas. More formally, given a HeyLo formula ¢ € HeylLo, we have a quantifier
elimination method that returns a formula ¢’ € HeylLo without or with fewer quantifiers
than before. Importantly, ¢ is valid (¢ = oo) if and only if ¢’ is valid as well. Therefore,
we can use our quantifier elimination procedure as a pre-processing step before the
translation to SMT-LIB to simplify the validity checking.

This section uses the important observation that
|_| pisvalid iff ¢ isvalid. (Theorem 4.2)
X

By repeatedly moving infimum operators to the front of a formula, we can extract the

body of the formula without the leading quantifier. Note that there is no valid logical
equivalence for | | (cf. Section 2.2.4).

In the following subsections, we state various theorems that are used to shift HeyLo
quantifiers to the front of a formula while preserving equivalence to the original HeyLo
formula. For example, if y & free(¢):

¢ = |_| Y= |_|(§0 - 9P) (Theorem 4.4)
y Y

Collecting these rules, we describe a subset of HeyLo formulas (Theorem 4.14) where
all quantifiers can be moved to the front such that the resulting formula starts with a
sequence of infimum operators and then a quantifier-free body. This subset is called
infimum-prenexable. Using Theorem 4.2, we can thus eliminate all quantifiers. Finally, we
identify a corresponding subset of HeyVL and post-expectation ¢ & HeylLo such that
vc[S](¢) is infimum-prenexable (Definition 4.16). Note that our infimum-prenexable
subset is not maximal: there are more HeyLo formulas where prenexing is possible.
However, we have found this fragment sufficient for our examples so far.

For the above equivalence, as well as for many of the following proofs, we use the
following lemma about complete lattices.

Lemma 4.1. Complete lattice quantifier rules

Let (L,C) be a complete lattice, and let x € L and S C L. Then the following equiva-
lences hold:

x Cinf$S iff Vse$§. xLCs
supS C x iff VseS. sCux
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Proof. Let (L,C) be a complete lattice, and let x € Land S C L.

Case inf: (=) Assume x C infS. By the definition of infimum, [] S is a lower bound for
alls € §,i.e.infS C s. By transitivity of C, x C s for all s € S.

(<) Assume Vs € S. x C s. That means x is a lower bound for S. Since inf S is the greatest
lower bound of S, it follows that x C inf S.

Case sup: (=) Assume sup S C x. By the definition of supremum, sup S is an upper
bound for all s € S,i.e. s C sup S. By transitivity of C, s C x for all s € S.

(=) Assume Vs € S. s C x. That means x is an upper bound for S. Since sup S is the least
upper bound of S, it follows that sup S C x. O

The theorem about quantifier elimination follows from Lemma 4.1 and the definition of
HeyLo semantics.

Theorem 4.2. Quantifier elimination for validity

Let ¢ € Heylo.
|_| pisvalid iff ¢isvalid.
X

Proof. Let ¢ € HeylLo. Then:

|_| @ is valid
X
iff [[I_l @J(o) =0 VoeX (definition of validity)
X
iff oo C [ ]gl(o) VoexL
iff ooC inf{ [e](olx — v]) | veE Q5 } VoeXx (definition of [],.)
iff oo C [@](c[x ~ v]) Voek, Voe Qyy (Lemma 4.1)
iff oo C [¢](0) Voe X
iff [¢](c) = o VoeX
iff ¢ is valid O

The following lemma will be used often to rewrite limits over sets with a guard P. The
guard is a function P: S — B that decides whether element s € S should not be included
in the limit.F*®> An if-then-else that returns T respectively L when P(s) is true can also
be used. We write ite(P, a, b) as shorthand notation for an if-then-else:

a, ifP

b, else

ite(P, a, b) = {

8o



4.2. Quantifier Elimination for HeyLo

Lemma 4.3. Limits with filters to if-then-else
Let L be a complete lattice, S C L and P: S — B a function. Then:

inf{se€ S| =P(s) } =inf{ite(P(s), T,s)|sE S}
sup{s €S| =P(s) } =sup{ite(P(s), L,s)|s€S}

Proof. Let L be a complete lattice, S C Land P: S — B.
inf{se€S|-P(s)}=inf({s€S|-P(s)}U{T|s€S, P(s)}) (add T)
=inf {ite(P(s), T,s)|sE S}

The case for sup is dual. O

We now start with various lemmas with equivalences that will be used to identify the
infimum-prenexable fragment of HeyLo (Theorem 4.14).

4.2.1. Prenexing in Positive Positions

We now show several prenexing rules to extract quantifiers out of so-called positive
positions in HeyLo formulas. Positive positions are those where the quantifier can be
extracted without changing the quantifier itself. This is contrasted to negative positions
where, e.g. an inner | |, becomes an outer [].. We proceed with rules for negative
positions in Section 4.2.2.

Theorem 4.4. Prenexing in positive positions
Let ¢, € HeyLo and x,y € Vars where x & free(y) and y & free(¢).
|:|g0|‘ll,b = |:|<gor11,b) |7|go|_|¢ = |7|(qo|_|1,b)
en[ly = [leny eully = [leup
Yy Yy Yy Yy
|:|§0Lll/1 = |:|<gou1/f) u¢ﬂ¢ = u(¢ﬂ¢)
oully = [leuyp enl ]y = |Jwny
y y v v
o-[ly = [lo-w» o]y = [l
y y v v
ml;Iw = |;|<¢\¢> ¢\|7|¢ = |?|<qow>
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For the proof, we first show the high-level structural induction and refer to smaller
lemmas below to show equivalences of individual cases.F>®®

Proof. Let ¢, € HeyLo and x,y € Vars where x €& free(y) and y & free(¢), and o € X.
Recall that ¢ = ¢ iff [¢](0) = [¢](0) forall o € L.

[ 1o n gl

= inf{ [ 1ol ¥l } (definition of M)
= inf{inf{ [¢](c[x = v]) |v € Qs }, [¥](0) } (definition of 1)
= inf{ [¢](c[x ~ 0]), [¥](0) | v € Qs } (merge inf)
= inf{ [¢](c[x — v]), [¢](c[x ~» v]) |0 E Qs } (x & free(y))
= inf { inf{ [@](c[x — 0]), [¢](c[x —» v]) } | v € Qs } (introduce inf)
=inf{ [pn¢](clx »v])|vE Qs } (definition of 1)

= [[l_l((P ny)Jo) (definition of [.)

The proof of ¢ N |_|y Y =[] y@ny)is analogous and omitted here.

In the next case, we use distributivity. We will show this as a more general property in
Chapter 5 (cf. Theorem 5.4).

[ 1ouylo)

= sup { [[|_| e, [¥](o) } (definition of L1)
= sup {inf{ [¢](c[x —» v]) |v € Q¢ }, [¢](0) } (definition of 1)
= inf{ sup { [¢](c[x ~ v]), [](0) } |v € Qs } (distributivity)
= inf { sup { [¢](c[x — 0]), [¢](c[x — v]) } | v € Qs } (x & free(1))
=inf{ [ u¢](clx -~ v]) |v E Q¢ } (definition of L)
=[[Neuplw@ (definition of [1,)

The proof of ¢ U |_|y p=[] y(puy)is analogous and omitted here.

The infimum can be moved out of the positive position of the implication — as well.

lo = J¢d@
y
_ { o, if [](o) E 1, ¢1() (definition of —)
[[|—|y Y](o), else
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[, ¥,

[, (@ = )],
[, (¢ = ¥,
= HD<¢ = ]

{W¢¢*@Mm,

4.2. Quantifier Elimination for HeyLo

it [p](0) C [, ¥1()

(Lemma 4.5)
else
if [p] (o) T [, ¢1(0) (Lemma 4.6)
else |

(same value in both cases)

The same holds for the hard implication .

[o ~ [ vl
Yy
= (o)o' ifl le)io) & [“_Iy yl@) (definition of \)
, else
= (ﬂ)ﬂy(q) S )@, Zs[[j]](a) = [H_ly 1CY (Lemma 4.5)
[M, (@~ 9@, else '
= [[I_I(go NP (o) (same value in both cases)
Yy
The other cases are dual and omitted here. O

With the high-level proof done, we proceed with the individual lemmas for equivalences

in the cases.

1f [p)(o) C [T, ¥1(0):

1 L, ¥1(@) € [gl(@):

00 = [[l_l(gp—>
Y

OZMWH

Lemma 4.5. Positive prenexing: implications if case
Let ¢, € HeyLo and ¢ € X and y € Vars where y & free(¢).

Y@ =] @~ 9l
y

P = [ |t~ 9@
y

Proof. Let ¢, € Heyloand ¢ € X and y € Vars where y & free(¢). The proof is based
on the fact that inf @ = oo (and dually, sup @ = 0). Assume [¢](c) C [, ¢1¢o).
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From the assumption, we can deduce

[@l(o) Tinf{ [¢](cly - v]) |v € Qxp } (definition of [1,)
= [¢l(o) C[¢](cly »v]) Vove Qy (Lemma 4.1)
Thus:

oo = inf(®
inf { [¥](cly — v]) |v € Qso, =([¢](0) C [¢](cly — v])) } (set is empty)
inf { ite([¢] () C [¢](cly — v]), o, [Y](cly = v])) |v € Qsg} (Lemma 4.3)

inf { ite([¢](cly ~ v]) C [¢](cly ~ v]), o, [¢](cly — v])) |v € Q¢ }
(y & free())

=inf{ [¢ - ¢](cly = v]) | v € Q¢ } (definition of —)
=@ - )l (definition of [,

y :
The same approach works for [ y (@ N P) and dually for the second statement. O

Lemma 4.6. Positive prenexing: implications else case
Let ¢, € Heylo and ¢ € X and y € Vars where y & free(¢).

If [p] () C [, #](e) does not hold:
[ 1¢l) = 1] ]t@ = ¢)]o)
If [L, ¢](e) C [¢](e) does noyt hold: ’
[[|7| yl(o) = [[I?Iw) <))

Proof. Let ¢, € HeyLo and ¢ € X and y € Vars where y & free(¢). Assume [¢](c) C
[, ¥](¢) does not hold.

We use some abbreviations:
S={[¢lcly »v]) |veE Qs }
Sco = { [¥l(cly = v]) |v € Qs [¥l(cly = oD T [¢] (o) }
Sso ={ [¥l(cly = v]) |v € Qx, [¢](e) C [¢](cly = v]) }

From the assumption, we can deduce the following:

—([¢](¢) Cinf{ [y](cly = v]) |v € Qs }) (definition of [T, )
= [yl(ely —» oD C[e](e) Tve Qs (Lemma 4.1)
= ir1fS<(,J C infSZ(p
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Now we rewrite [[|_|y P](o) as [[|—|y(g0 - )] (o).

[[ 1wl

Y

=infS (definition of [, )
=inf(S., U S5,) (S<p and S, partition S)
=infS_, Ninf S, (distributivity)
=infS_, (infS_, CinfS; )

=inf{ [¢](cly = v]) |v € Qso, ~([¢](cly = v]) T [¢](cly = v]) } (y & free(y))
inf { ite([¢](cy — v]) C [¢](cly = v]), o, [¢](cly = v])) |v € Qs }

(Lemma 4.3)
=inf{ [p - ¢](cly » v]) | v € Qs } (definition of —)
=[[t¢ = w0 (definition of 1)

y :
The proof for | | y(go < 1) with the other assumption is dual. O

Lemma 4.7. Positive prenexing: hard implications else case
Let ¢, € Heylo and ¢ € X and y € Vars where y & free(¢).

If [e] (o) C [[|—|y Y] (o) does not hold:

0=[[ |t ~®I)
If [LJ, ¥](o) € [9](¢) does not hold: ’

0o = [[|7|<<v P

Proof. Let ¢, € HeyLo and ¢ € X and y € Vars where y ¢ free(¢). Assume [¢](c) C
[, ¥](¢) does not hold.

From the assumption, we can deduce the following:

—([¢](e) Cinf{ [¢](cly »v]) |v € Qs }) (definition of [1],)
= —=([¢l(o) C [¢](cly = v])) FveE Qx (Lemma 4.1)
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With this fact, we can rewrite 0 as [[|_|y(g0 NP (o).

=inf{ 0|0 € Qso, ~(lgl(e) T [¥l(cly ~ 21)) }
=inf{0]v € Qso, ~([¢](cly ~ v]) T [¥](cly - v])) } (y & free(p))
= inf { ite([¢] (¢ [y ~ v]) C [¢](c[y — v]), o, 0) |v € Qx¢ } (Lemma 4.3)
=inf{ [o N ¢](cly — v]) |v € Qs } (definition of \.)
=1 [t~ p)@)
y
The proof for the second statement is dual. O

4.2.2. Prenexing in Negative Positions

In addition to the prenexing rules for positive positions (Theorem 4.4) which allow
to extend the scope of a quantifier, there are also three more rules that allow moving
quantifiers from negative positions in the formula. Negative positions are the operands
of negations and the left-hand sides of implications. In classical first-order logic, they
correspond to the terms which are negated. Recall that we havea — b = —a Vv bin
classical logic and thus only need quantifier rules for negation. Quantifiers in negative
positions can be moved out by transforming universals to existentials and vice versa.
Again there are similar rules for HeyLo as in classical logic, but not for all quantifiers.
For example, we have

<Q@~¢ED@~¢»

but not

<D@ﬁ¢égw~@.

Theorem 4.8. Prenexing in negative positions

Let ¢, € HeyLo and x,y € Vars where x & free() and y & free(p).F*®

<Q@~¢ = D@~¢> <D@~¢ = Qwhw
U~y = [losy (lo~¢ = o~y
(] = []-e ~[lo = |~
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Proof. Let ¢, € HeylLo and x,y € Vars where x & free(y) and y & free(¢).
[ ]® - ¢l
_ ] if [L, ol (o) C [y](e)
[¢](o), else

_ | Nile =P, if [ ¢l(e) T [¢l(o)
[¥] (o), else

_ { [Mete = W), if LI, ¢l) C [g](e)
M@ = ¥)](0), else

= [[|_|(§0 - )] (o) (same value in both cases)

(definition of —)
(Lemma 4.9)

(Lemma 4.10)

The case for the hard implication \ is almost identical. The cases for < and ~\ are dual.

For the negation, we can simply use the fact that -¢ = ¢ — 0:

[= el = [ ]9 ~ 0l = [t = Ol@) = []-¢l@).

For the co-negation, we use ~p = @ « co:

[~[ ol = [ ]9) < l(@) = [| (g < )](@) = [| | ~¢l ().

Lemma 4.9. Negative prenexing: implications if case
Let ¢, € Heylo and ¢ € X and x € Vars where x & free(y).

I LI, () C [g](0):
o =[[|tg = p)l@) =g~ P)©)

If [y] (o) E [, ¢(0o):
0=[Jtp < »]w@) = Jtg~ ¢

Proof. Let ¢, € Heylo and ¢ € X and x € Vars where x €& free(y).
Assume [| | ¢](c) E [¢](0).

From the assumption, we can deduce

sup { [¢l(c[x —~ v]) |v € Qg } E [¥](0) (definition of | |,)
= [¢l(clx —o]) E [¢](c) Vve Qs (Lemma 4.1)
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Thus:
oo = inf @

= inf{ [¢](0) | v € Qso, ~([@](c[x - v]) T [¢](0)) } (set is empty)
= inf { ite([@](c[x ~ v]) C [¢](0), o, [¢](0)) |v € Qs } (Lemma 4.3)
= inf { ite([¢](c[x — 0]) C [¢](c[x ~ v]), oo, [#](0)) |v € Qsg} (x & free(y))
=inf{ [¢p - ¢](c[x > v])|vE Qs } (definition of —)
=[[¢ - )l (definition of [1,)

Similar for [],(¢ \ ¥) and dual for the other assumption. O

Lemma 4.10. Negative prenexing: implications else case
Let ¢, € HeyLo and ¢ € X and x € Vars where x & free().

If [Ll, ¢l(c) C [¢](c) does not hold:
[¢1() = [[ |(¢ = ¥](e)

0=1[]@~ Il
If [y (o) E [, ¢] (o) does not hold:
[¥l() =[] |(¢ « ](o)

o = [| [t ~ ](e)

Fixep

Proof. Let ¢, € Heylo and ¢ € X and x € Vars where x €& free(y).
Assume [| | ¢](c) E [¢](c) does not hold.

sup { [¢](c[x — 0]) |v € Qs¢ } Z [¥](0) (definition of | ]_)
= [ol(clx »v]) Z[y](c) Fove Qs (Lemma 4.1)

Therefore, the set { [¥](o) | [pl(olx = o)) Z [¢](0), v € Qg } is not empty. Thus,

[¥](o) = inf{ [¥] (o) | [p](c[x —~ 0]) Z [¢](0), v € Qs } (set is not empty)
= inf { ite([@](c[x ~ v]) C [¢](0), o, [¢](0)) |v E Qs } (Lemma 4.3)
= inf { ite([¢](c[x — 0]) C [¢](c[x ~ v]), oo, [¢](c[x — v])) | v € Qs }

(x €& free(y))

=inf{ [p - ¢](c[x » v]) | v E Qs } (definition of —)

=[[]¢ - Il (definition of [1,)

Similar for [],.(¢ N ¢) (with 0 instead of ¥) and dual for the other assumption. O

88



4.2. Quantifier Elimination for HeyLo
4.2.3. Prenexing Arithmetic

Theorem 4.11 provides prenexing rules for the arithmetic operators. Note that prenexing
is only proven sound for scalar multiplication, i.e. multiplication of a HeyLo formula by
aconstanta € R.

Theorem 4.11. Prenexing arithmetic functions

Leta € RZOF‘XED and ¢, € Heylo and x,y € Vars where x & free(yp) and vy &
free(g).

a-([1p) = [la@ v a-(Jpy = @ v
Y y Y Y
(Np+9 = [le+p U +e = o+
o+(lvy = [+ o+ v = |+
Y y Y Y

Proof. Leta € Ry and ¢, 9 € Heylo and x,y € Vars where x & free(¢) and y & free(o).
Leto € 2.

[a- ([ ]9
Y

= [a] (o) - [[l_l (o) (definition of )
y
=a-[[ |yl (a € Ryo)
y
=a-inf{ [¢](cly » v]) | v E Qs } (definition of [1)

inf{a-[y](cly ~v]) |vE Qs }
inf { [a)(o) - [¢](cly = 1) |0 € Qs }
=inf{[a-¢](cly ~» v])|v€E Qs } (y & free(a))
=[[]@- )l
Yy

The other equivalence, a - (|| y P = L (@), follows by a similar argument.

([ o) + yl(o)
=[[el@) + [¢l(o) (definition of +)
= inf{ [p](c[x » v]) | v € Qs } + [¢](0) (definition of )
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inf { [p](c[x = 0]) + [¥](0) | v € Qs }

= inf{ [p](c[x — v]) + [¢](c[x — v]) | v € Qxp } (x & free(1))
=inf{ [¢ + ¢](c[x » v]) | v € Q5 } (definition of +)
=[[t¢ + i) (definition of [1)
The other equivalences for + again follow by similar arguments. O

Note that it is possible to extend the definition of Boolean expressions BExp so that the
Iverson bracket [b] and the Boolean embedding ?(b) functions can contain ordinary,
Boolean quantifiers. One can derive similar prenexing rules for these as well, using e.g.

2(Vx. b) = 1, 2(b).

4.2.4. Prenex Normal Form

To fully eliminate HeyLo quantifiers in a validity check using Theorem 4.2, the only
allowed quantifiers in the HeyLo formula are infimum operators at the beginning of

the formula. We define the subset HeyLoIF_l)NF C HeylLo below, as well as the subset
HeyLoENF C HeyLo with only suprema, and the most general HeyLoPNF C Heylo that

allows both quantifiers.

Definition 4.12. HeylLo: Prenex normal form

The set of HeyLo formulas in prenex normal form HeyLo™ ™"

v from the grammar below.

v o= |_|v| Iylvlgo

X

C HeylLo consists of formulas

¢ ni=ale+@le-@l|[b]|?(b)
lpNele—@loNg
lpUgle —@loNg
| =@ | ~¢

The subset HeyLoI};NF C HeyLoPNF does not contain | |, and the subset HeyLoE'\IF does
not contain [],.

A HeyLo formula in prenex normal form consists of a sequence of limits called prefix and
a formula without limits called matrix.
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Our goal is now to identify a fragment of HeyLo formulas ¢ where quantifier elimination

is possible by converting to an equivalent formula ¢’ € HeyLoENF and applying Theo-

rem 4.2. The first step is the somewhat trivial observation that one prenexing rule allows
repeated prenexing in the following lemma.

Lemma 4.13. Repeated prenexing
Let f: HeyLo — Heylo.

If Vo € Heylo. f([1, @) = [],.f(¢):

Vn € Nj. f(|—|...|_|gp) = |_|...|_|f(g0).
If Vo € Heylo. f (||, ¢) = LI,.f(¢):

vne N f(|-|]o=]-|]f@-

Proof. We show the first statement of Lemma 4.13 by induction over n € N. The second
statement is analogous and omitted here.

For the base case (n = 0), we have f (¢) = f (¢). Now assume the proposition holds for

an arbitrary but fixed n € Nj. Thenf(|_|x1 Hxn |_|x”+1 p) = |_|x1 |_|xnf(|—|xn+1 ¢) by
the induction hypothesis. Using the original assumption, we get[], ...[1, f([1, ¢)=

[y, T, f(9)

n+1

Therefore, the lemma holds for arbitrary n € N, O]

Theorem 4.14 identifies HeyLo formulas that can be converted into prenex normal form
by applying the rules above. We distinguish between infimum-prenexable and supremum-
prenexable formulas. Note that these fragments are not maximal and there are more
HeyLo formulas where quantifier elimination is possible.

In addition, the prenexable fragments only specify subsets of HeyLo where complete
quantifier elimination is possible. However, since the theorems above do not actually
require sub-formulas to be quantifier-free in any way, it is also possible to partially
eliminate quantifiers in HeyLo. The following theorem is more limited.
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Theorem 4.14. Prenexable fragments of HeylLo
A HeyLo formula ¢ is infimum-prenexable, i.e. is equivalent to a formula ¢ = ¢’ €
HeyLoENF, when its syntax is generated by the ¢ rule from the grammar below. Simi-
larly, ¢ is supremum-prenexable when it is generated by the ¢, rule. Let ¢ denote a
quantifier-free HeyLo formula, 2 € ArithExp, b € BExp, and c € REO.F‘XED
¢Yq =4 @, =a

| o + @n Loy + @y

| C:- q)l_l | c- ?U

| [b] | [b]

| 7(b) | 7(b)

| |_| ¢7|—| I (Pu r (PLI

X
lpor = ¢or
| ¢n N @n | q)Q N <
F F
| ¢u = ¢n © ©
L Pu ™ Pn | I_I @,
X

| on U @n Loy U@y

| PoF < PoF l¢n < ¢y

| #oF N\ @oF lon N @y

| =y | =¢or

| ~oF | ~¢n

Proof. We show by induction over the structure of HeyLo formulas f,f,, € HeyLo gener-
ated by the respective rules ¢ and ¢, that there are equivalent formulas f;, € HeyLoENF

and f;, € HeyLo "

PNF
N

PNF

Base cases. If ¢, = ¢, € {a, [b], ?() }, then ¢, ¢, € Heylo, ™ N Heylo/ ™ .

Induction hypothesis. Assume ¢, P € HeylLo are generated by the ¢, rule. Then ¢, ¢

are infimum-prenexable and respectively equivalent to (['], ...[1, ¢n) € HeyLoﬁNF

and (|_|y1 |_|y Yn) € HeyLo[F;NF. Assume similarly ¢ , 9, € Heylo are generated
by the corresponding rule, being supremum-prenexable and having an equivalent

(|_|x1 |—|xn P, € HeyLoENF and (|_|y1 I—lym P € HeyLoENF.

Induction step. Without loss of generality, assume the sets of variables { x4, ..., x,, } and
{y1,....y,, } are disjoint and x, ..., x,, & free(yq) U free(yp,) and vy, ..., ,,, & free(pp) U

92



4.2. Quantifier Elimination for HeyLo

free(g).
Let f be generated by the ¢, rule.
o fa=Tlyen =11y, T ¢r) € HeyLoﬁNF by the induction hypothesis.

o Iffq = ¢ Ny

fa=enN¢n
= (I—I |_| or) N Yg (induction hypothesis)
X X,
Repeatedly apply rule []. ¢ Ny =[],.(¢ N ¢) of Theorem 4.4.
= |—| |_| ®n N YPn (Theorem 4.4 and Lemma 4.13)
X1 Xpn
= |—| |_| PN (|_| |_| ¥n) (induction hypothesis)
X1 Xn LA Ym
Repeatedly apply rule ¢ 1 |_|y Yp=[] yeny) of Theorem 4.4.
= I_I |_| |_| I—I PhH N YR (Theorem 4.4 and Lemma 4.13)
X1 n Y1 Ym
€ HeyLoﬁNF

All proofs for the other cases have the same structure as the ¢ M ¢, case. We abbreviate
in the following and just state the required rules for prenexing one quantifier.
* fn=¢u— ¥n:
- (U, 9) = ¥ =[1,(¢ = ¢) (Theorem 4.8),
-¢-Tl,¢=0],(¢—¢) (Theorem 4.4).
* fa=¢u NP
- (U, 9) Ny =T1,(¢ v ¢) (Theorem 4.8),
- ¢ NI, ¥ =T11,(¢ ~ ) (Theorem 4.4).
® fn=¢nUPn:
- Meeuyp=Tl(euy),
- @u |_|y1,b = |_|y(§0 U 9) (Theorem 4.4).

PNF
n

PNF
oo

® fn = @or < Yor is quantifier-free and therefore in HeylLo
® fn = @or \ Yor is quantifier-free and therefore in HeylLo
* fn ==y

- =, 9) =[1,(—¢) (Theorem 4.8).

o f = ~pqr is quantifier-free and therefore in HeyLoPNF

n .
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PNF

o fq =a,fy = [b], and f = ?(b) are quantifier-free and therefore in HeylLo_ ™ .

® fn=¢n+ ¥

T+ =Tl(p+),
¢+ ([1,¥) =, (¢ + ) (Theorem 4.11).

o fo=cgn

a-([1,¢)=[1.a-¢) (Theorem 4.11).

The cases for f,, generated by the ¢, rule are completely dual and the same theorems
apply. We therefore omit them here.

In conclusion, the theorem about prenexable fragments is shown by structural induction
over the formulas f and f,,. O

Lemma 4.15. HeylLo: Validity check of prenexable fragment

For every infimum-prenexable HeyLo formula ¢, there is a quantifier-free formula
¢or € Heylo such that
¢nisvalid iff @gp is valid.

Proof. By Theorem 4.14, every infimum-prenexable formula ¢, is equivalent to a formula
¢ € HeyLoENF. Let ¢’ = [y, Ty @qF for a quantifier-free pop. By induction over
n € Ny, ¢ is valid iff g is valid: For n = 0, ¢" = ¢or. Assume the statement holds for
arbitrary but fixed n € Ny. By the induction hypothesis, ¢’ =[], ...T1, T, ., Poris
valid iff ['] 2,0, PQE 18 valid. By Theorem 4.2, [] 2,0, PQF 18 valid iff pgr is valid. O]

The proofs of Theorem 4.14 and Lemma 4.15 make it clear that a quantifier-free - €
HeyLo such that ¢ is valid iff ¢5r is valid can be computed by iteratively applying the
equivalence rules above so that quantifiers are always shifted to the front of the formula.
In this way, an algorithm can create sub-formulas in prenex normal form starting from
the bottom (most nested) to the top of the formula. Eventually, the resulting formula is
in prenex normal form and all leading infimum quantifiers can be removed for validity
checking. This algorithm runs in linear time in the size of the formula.F**®
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4.2.5. HeyVL and Quantifier Elimination

Theorem 4.14 specifies a subset of HeyLo where complete quantifier elimination is
possible. Is there a fragment of HeyVL where we can guarantee that the verification
conditions with respect to a subset of HeyLo formulas are prenexable? The answer is
yes. The verification conditions of programs in the infimum-prenexable fragment of HeyVL
are always infimum-prenexable when computed with respect to an infimum-prenexable
post-expectation.

Definition 4.16. Prenexable fragments of HeyVL

Letfy € HeyLoﬁ'\IF and f, € HeyLoENF.FIXED The set of prenexable HeyVL statements is
generated by the following two rules. We call statements generated by S infimum-
prenexable and those generated by S, supremum-prenexable.

Sq :=skip S, = skip
|x:~a |x:~a
| x := ber!(p) | x := ber!(p)
IS5 Sn | Sus Sy
| down havoc x | down assert f
| down assert fp [if (M) {S,} else {5}

| down assume f, | up havoc x

| down compare f
[if (M) {Spn} else {Sp}

| up assert f,

| up assume fn,

| up assert fq | up compare fq
| if (U) {Sn} else {5} [if (U) {S,} else {5}
| S.;; up negate | Sq; down negate

Theorem 4.17. Validity of prenexable HeyVL

Let S be an infimum-prenexable HeyVL program. Then there is a quantifier-free
formula ¢or € Heylo such that

por isvalid iff Sisvalid.

Proof. S is valid iff vc[S](o0) is valid. We show vc[S](c0) is infimum-prenexable, and by
Lemma 4.15 there is a quantifier-free formula ¢or € HeyLo that is valid iff vc[S](e0) is
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valid.

To show that vc[S] (o) is infimum-prenexable, we show a more general statement: For
any infimum-prenexable ¢, € Heylo and S, € HeyVL generated by the S, rule of
Definition 4.16, vc[Sq] (@) is infimum-prenexable. That statement in turn requires
the dual statement for supremum-prenexability. We only show the cases for infimum-
prenexability and omit those for supremum-prenexability because of their duality.

Let ¢ € HeyLollfl'\IF

and let S € HeyVL be generated by the S, rule of Definition 4.16.F%®
Base cases:

e S = skip.
vc[skip](¢n) = ¢ € HeyLoIF_|>NF.

PNF

velx := a] (@) = ¢nlx — a] € Heylo, ™.

e S =x:x berl(p).

ve[x :x ber! ()] (@) = p - @ulx = 11+ (1 = p) - gulx — 0] € HeyLo""".

e S = down havoc x.

vc[down havoc x](¢n) = |_| on E HeyLoENF.
X

S = down assert f.

vc[down assert fr](pn) = fr N on € HeyLoﬁNF

S = down assume f,.

vc[down assume f,[(¢q) =f, = ¢ € HeyLoﬁNF.

e S = down compare f,,.

vc[down compare f,[(¢q) =f, ~ ¢ € HeyLoﬁNF.

S = up assert f.

vclup assert fr (9n) = frU ¢ € HeyLoIEI)NF.

Now assume that the induction hypothesis holds:
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e For ¢, € HeyLoﬁNF, ve[Sall(pn) € HeyLoﬁNF.

e For ¢, € HeyLoENF, ve[S, (g € HeyLoENF.
Induction step.

e S =5}; S2. By the induction hypothesis, vc[S3] () € HeyLo-"". And using the
induction hypothesis again, vc[SL] (ve[S3] (¢n)) € HeyLoIEI)NF. Therefore,

ve[Sh; SI%I]]((PI_I)
= VC[[SH](VC[[S%]](QOH)) (definition of ; )

PNF

€ Heylo

PNF

e S =if (M) {SL} else {S3}. By the induction hypothesis, vc[SL](¢n) € Heylo/,

and vc[S3](¢n) € HeyLoENF hold. Therefore,

ve[if (M) {SL} else {SZ}](¢n)

= ve[SE] (@) M ve[SA](en) (definition of if (1))

PNF

€ Heylo

PNF
o

e S=if (U) {SL} else {SZ}. By the induction hypothesis, vc[[S%]](goﬂ) € Heylo
and vc[SZ] (@) € HeyLoE"F hold. Therefore,

ve[if (U) {(Sh} else {SZ}](9r)

= vc[SE](@n) U ve[SA](on) (definition of if (U))

€ HeyLoﬁNF

e S =35; up negate.

vc[S,;; up negate](¢n)

= vc[[S, [ (vc[up negate] (¢n)) (definition of ; )
= vc[S ] (~¢pn) (definition of up negate)
S HeyLoﬁNF (~¢p € HeyLoENF, induction hypothesis)

All cases for S, are dual and the same theorems apply. Therefore, we have shown that
ve[Sql(en) € HeyLoﬁNF and vc[S [ (¢ € HeyLoENF by induction over the structures of
Spand S,

Applying this to Sand « € HeyLoPNF, it follows by Lemma 4.15 that there is a quantifier-
pplymg M y 5 q

free por € Heylo that is valid if and only if vc [S](o0) is valid. O
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As we have noted for Lemma 4.15, the quantifier-free g5 € HeyLo thatis valid if and only
if ve[Sp](¢n) is valid can be computed as a bottom-up traversal of the HeyLo formula in
linear time.

These results allow us to eliminate quantifiers in the verification conditions for a large
number of HeyVL programs. In particular, the encodings we have developed for pGCL
(cf. Section 3.7) are also covered by the infimum-prenexable fragment of Hey VL if the
pre- and post-expectations are prenexable as well.

4.3. The Implementation Caesar

Caesar is our implementation of a deductive verifier for probabilistic programs. The name
is inspired by the adapted quote “veni, vidi, vc¢”. In spite of this slogan, Caesar is only
a prototype. Caesar takes a HeyVL program S as input and checks whether it verifies
(vc[S](e0) = o). To do this, it generates the HeyLo verification conditions vc[S] (o) of
S and encodes the verification query vc[S](c0) = oo in SMT-LIB. It uses Z3 to prove that
S verifies, to find a counter-example, or to return “unknown”.

Our implementation Caesar is written in Rust and we have a Python tool to generate
HeyVL encodings for pGCL programs (cf. Chapter 3). Caesar and our Python tool
consist of around 7000 lines of code in total. In addition to the verification condition
generation and SMT-LIB encoding, Caesar implements quantifier elimination for HeyLo
and supports different types for program and logical variables that occur in HeyLo and
HeyVL. Based on the encoding for the verification of implementations (Section 2.3.6)
and the encoding of specifications (Section 2.3.7), we also implement simple procedures
to enable modular verification. In this section, we give a high-level overview of the
architecture of Caesar and present results of benchmarks.

4.3.1. Extensions to HeyVL and HeylLo

Types and Declarations In this thesis, we gave a simplified presentation of HeyVL and
HeyLo. Both the variables that occur in HeyVL programs, as well as logical variables that
only occur in HeyLo formulas, were quantified over Q. We also did not require the
declaration of variables before their use, implicitly assuming all variables were declared

and of type Q.

In Caesar, each variable has to be declared before use and a type annotation has to
be given. At the moment, Caesar supports three basic types: bool, nat, and realplus.
For example, bool x; declares a variable x with domain B. nat represents the natural
numbers N and realplus represents RS,.
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Procedures Caesar also supports procedures for modular verification of HeyVL programs.
A procedure is a block of code that has annotations with pre- and post-expectations, and
optionally parameters and a return value. Procedures are a standard feature in deductive
verifiers and our implementation is similar to the standard designs, but supports both
lower and upper bound proofs. One input file to Caesar can contain multiple procedures,
which are independently verified. Procedures can be used in other procedures, where
only their specification via pre- and post-expectations, as well as parameters and return
value is available, but not their definition.

Recall the geometric loop example (Example 3.4). Let Sy, be the HeyVL encoding
of Cgeo, for example using k-induction with k = 3. The verification of the following
procedure checks vc[Sqe,](c) C ¢+ 1:

proc geo(x: bool, c: nat)
returns (c: nat),
up requires c + 1,
up ensures c

5 geo
3

For the verification of geo, the following HeyVL program is generated and verified:
down negate; up assume c + 1; Sgeo; up assert c; up negate

Caesar automatically determines that an upper bound proof is required and uses up
assume and assert statements and inserts the proper negations (cf. Example 3.38).

In a procedure declaration, only either down or up annotations may be used. From these,
the proper encoding for the verification of the implementation is generated and verified.
We explained the verification of implementations in Section 2.3.6. The implementation
of so-called old expressions is planned (cf. [Leio8, Section 4.3]).

Caesar also supports procedure calls by encoding specifications (cf. Section 2.3.7). When
a procedure is called, Caesar checks that the implementation is monotone so that The-

orem 2.41 can be applied. The check is done purely syntactically, by checking that the
implementation is contained in the monotone fragment HeyVL, ., (Theorem 2.31).

The procedure call g :=~ geo(0, 0) is converted by Caesar into the following HeyVL
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program:

up assert (c+ 1)[x — 0][c — 0];
up havoc x, c;

up assume c[c = ¢]

A detailed explanation and formal definition of procedures and procedure calls is out of
scope for this thesis and a next step for future work.

Domains, Functions, and Axioms One simple, but powerful feature that most IVLs support
is the definition of user-defined domains, uninterpreted functions, and custom axioms. A
user-defined domain creates a new type in HeyVL. Uninterpreted functions are functions
that operate on types, but do not have a definition. Instead, their meaning is specified by
axioms that are added by the user.

The following declarations create a new type ternary with three “constructor” uninter-
preted functions one, two, and three, as well as testing functions is_one, is_two, and
is_three.

domain ternary {
func one() -> ternary;
func two() -> ternary;
func three() -> ternary;
func is_one(x: ternary) -> bool;
func is_two(x: ternary) -> bool;
func is_three(x: ternary) -> bool;

axiom forall(x: ternary). is_one(x) == (x == one());
axiom forall(x: ternary). is_two(x) == (x == two());
axiom forall(x: ternary). is_three(x) == (x == three());

A domain is translated to a new SMT-LIB sort. Functions are declared as uninterpreted
function symbols and axioms are added to the SMT-LIB query. Note that axioms are
always specified in first-order Boolean logic, not in HeyLo.

Boolean Verification Domain Motivated by the generalization of HeyLo and HeyVL in
Chapter 5, Caesar also supports a setting so that the default verification domain uses
Booleans B instead of RS,. Then, all formulas used in assume, assert, and compare
statements must evaluate to Booleans. Through this, we can compare Caesar to classical
verification based on first-order Boolean logic.
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4.3.2. Architecture of Caesar

We described a high-level architecture of our deductive verifier in Chapter 1. Refer
to Figure 1.1. The architecture of our deductive verifier Caesar roughly follows it, but
includes various optimization passes in-between.

Caesar accepts Hey VL programs as input. The parser takes the input file and generates
an abstract syntax tree. The resolver is responsible for name resolution, i.e. associating
each identifier with the unique declaration it refers to. The type checker traverses the
syntax tree and annotates expressions with their types. A small number of type inference
rules are implemented, for example automatically promoting natural number types
to non-negative real numbers if needed. In the desugaring phase, procedure calls and
procedure declarations are encoded (cf. Section 4.3.1).

Now, we generate the verification conditions for the HeyVL program. The vcgen phase
implements the vc transformer as presented in Definition 2.25. Importantly, our repre-
sentation of HeyLo formulas supports explicit substitutions and sharing of common
sub-expressions. These features allow the vcgen phase itself to run in linear time in the
size of the HeyVL program.

However, we need a representation of HeyLo formulas without substitutions for the
next phases. We support both a strict and lazy “unfolding” of the verification conditions.
Both methods apply substitutions recursively, and here the resulting formulas may
require memory with size exponential in the size of the HeyVL program. While the
strict unfolding simply applies all substitutions recursively, the lazy unfolding keeps
track of Boolean conditions for reachability of the current sub-formula. For example, it
can infer that the sub-formula ?(—b) — ¢ of ?(b) — (?(—b) — @) can be replaced by the
constant 0. This saves the recursive unfolding of ¢. The reachability checks are done
using an incremental SMT encoding. Only a limited number of rules are implemented,
and therefore the lazy unfolding does not constitute a complete decision procedure for
the validity of HeyLo formulas.

Next, we run quantifier elimination on the verification conditions. We described this phase
in detail in Section 4.2.

Given the simplified verification conditions ¢ € Heylo, the last phases work on the
Boolean formula ¢ = co. Optional optimizations based on the relational view (Sec-
tion 2.2.4) and other lattice theorems are implemented. For example, (4 — b) = oo
is transformed into co C (4 — b) and then into a C b. Our benchmarks use a simple
recursive implementation, but Caesar also includes an experimental optimizer based on
e-graphs using the Rust library egg [Wil+21]. Finally, we encode the query of the validity
of the verification conditions and ask Z3 to run the deciding SAT check.
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4.3.3. Empirical Evaluation

We compare Caesar to kipro2, the k-induction tool of [Bat+21a]. Tests were executed on
an Intel Core i5-4690 with a memory limit of 16 GB and a timeout of 400 seconds. In the
following table, “TO” indicates a timeout and “OOM” an out-of-memory condition.

Our first set of benchmarks is based on the set of inductive examples in [Bat+21a, Table
2]. The examples are all pGCL programs consisting of a while loop with a loop-free loop
body and the task is the verification of upper bounds of weakest pre-expectations (wp).
Note that x1pro2 is limited to the verification of such programs and cannot handle pGCL
programs that contain nested loops.

To generate Hey VL input for our tool Caesar from the pGCL programs, we developed a
fully automatic tool that converts pGCL programs with the specification of the loop and
a fixed k € N into HeyVL programs according to our encoding presented in Chapter 3.
We run this tool as a pre-processing step and its execution time is not included in our
measurements.

For a fair comparison between Caesar and xipro2, the latter was modified to skip k-
inductivity checks for values below the respective k given in the table. Therefore, xiPro2
does not do more k-inductivity checks than Caesar.

Figure 4.21 shows the results of our benchmarks, comparing total execution times. We
tested Caesar with both the lazy and strict unfolding of the verification conditions. For
the lazy unfolding, we additionally measured the time taken for the lazy unfolding itself
(“Unfold”) and for the final SAT check (“SAT”).

With the exception of the brpz and brp3 benchmarks, Caesar (with lazy unfolding) is
consistently as fast or significantly faster than xipro2. In most benchmarks, the time
for lazy unfolding dominates the overall execution time. Compared to strict unfolding,
the lazy unfolding is significantly faster. The examples brp2 and unif_gen4 do not
successfully terminate with the strict unfolding, but run out of memory. Especially
noteworthy is the time required by Caesar (with lazy unfolding) for unif_gen4, which
is more than forty times faster than xipro2. Finally, Caesar does not terminate on brp3
within 400 seconds. The timeout occurs in the unfolding phase. Future work will include
evaluation of x1Pro2’s optimizations to include them in Caesar.

To test Caesar’s performance on HeyVL programs that encode pGCL programs with
nested loops, we encoded Rabin’s mutual exclusion protocol in Example 4.22. The pGCL
program contains a nested loop and therefore its verification requires two invariants.
rabini1 and rabinz in Figure 4.21 are manually rewritten versions of the same program that
use a single loop and consequently a different invariant. Caesar (with lazy unfolding)
verifies the HeyVL encoding in 0.1s.
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Benchmark | k Lazy Strict | kiproz
Unfold SAT Total | Total Total
brp1 5 10.03s 0.02s 0.1s | 0.29s | 0.43s
brp2 11 | 1.57s 1.14s 2.93s | OOM | 2.74s
brp3 23 | TO / TO | OOM | 355.3s
geo1 0.01s 0.01s 0.04s | 0.15s | 0.12s

0.01s 0.01s 0.06s | 0.31s | 0.27s
0.09s 0.02s 0.15s | 1.38s | 1.97s

2
rabin1 1
5

unif gen1 |2 | 0.03s 0.01s 0.08s | 0.31s | 0.75s
3
3
5

rabin2

0.11s 0.03s 0.19s | 2.77s | 2.77s
0.11s 0.03s 0.16s | 2.43s | 2.64s
297s 0.28s 3.54s | OOM | 153.24s

unif_gen2

unif_gen3

unif_geny

Figure 4.21.: Empirical results comparing Caesar’s lazy unfolding, Caesar’s strict unfold-
ing, and xipro2 of [Bat+21a].

Assume n processors are working with some shared data. Rabin’s mutual exclusion
algorithm is an algorithm to select a unique processor that receives exclusive access to
it [KR92]. The winner is determined by the following simple protocol: Each processor
randomly flips fair coins until heads is shown. The processor that requires the most
coin flips is the winner. It is possible that this winner is not unique, therefore the
algorithm can fail with a certain probability.

Based on [KR92], Hurd et al. encode this algorithm as a sequential pGCL program to
reason about the algorithm’s success probability [HMMos]|. We present it below with
invariant annotations. The outer loop terminates if i = 1 (indicating success) ori = 0
(indicating failure). In each iteration, # is initialized with the number of processors i
that are still competing. Then, each remaining processor flips a fair coin and retires if
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the resultis 1 (heads).

while (1 < i) invariant I {
n:=i;
while (0 < n) invariant I, {
{d :=0}[0.5] {d :=1};
i:=i—d;

n:=n-1

}

The post-expectation post = [1 = i]is used to check success. Therefore, wlp[C,pin] (post)
encodes the probability of the algorithm succeeding.

Hurd et al. show that the success probability is independent of the number of processors
n by proving that I; T wip[C,.pin] (post) holds, where the pre-expectation I; does not
depend on n.

For a bounded number of processors n < N, we can prove this fact with HeyVL:

down assume I;;
wlp .
trans g (Crabin) ;

down assert post

The pre-expectation (and invariant) I; and the other invariant I, are given by the
following equations. More detailed explanations can be found in [HMMos].

B=n<NAi<N (We only support values up to N)
I =[B]-([1=i]l+[1<1i]-(2/3)) (Invariant for outer loop)
I, =[B]-[0<nAn<i]-((2/3)-invarl + invar2) (Invariant for inner loop)

invarl =1 —([i =n]-(m+1) -rptwo + [i = n + 1] - rptwo)

invar2 = [i =n]-n-rptwo + [i = n+ 1] - rptwo

Because Caesar does not support general division nor exponentials, we represent the
reciprocals of powers of two zln by rptwo, a case distinction for finite values of n < N.

< 1
rptwo = Z[i =n]j- o
i=0

Finally, we tested an encoding of the rdwalk example of the benchmark set by Ngo,
Carbonneaux, and Hoffmann [NCH18]. This requires reasoning about lower bounds
of expected runtimes. We added support for the associated expected runtime calculus
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ert [Kam+16] to our HeyVL translation tool. For this, we added a tick x statement
to Caesar’s HeyVL syntax with semantics vc[tick x[(¢) = x + ¢. Note that we have
not formally shown correctness of our ert encoding in this thesis. Caesar verifies the
HeyVL program in 0.04s, compared to 0.18s for xipro2 and the reported 0.012s for the
tool presented in [NCH18].

Overall, these results are promising. Our prototypical implementation Caesar is competi-
tive with the specialized k-induction tool x1ipro2. This is remarkable because Caesar itself
does not implement k-induction, but accepts generic HeyVL programs with k-induction
encodings.
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5. Abstraction

So far, HeyLo and HeyVL have been defined to work on the domain of expectations E
only, i.e. mappings X: ¥ — R. In this chapter, we take a step back and redefine (most
of) HeyLo using Heyting algebras and Gidel algebras. Godel algebras are a sub-class of
Heyting algebras.

With this algebraic foundation, we are able to use HeyLo on other domains than RZ,.
For example, we obtain first-order Boolean logic by instantiating HeyLo with the natural
Godel algebra on B. With the generalization of HeyLo to other domains, it is quite easy
to generalize Hey VL as well. Using the Boolean domain B, we directly obtain a classical
verification framework in the style of the simple IVL we presented back in Section 2.1.

The structure of this chapter is similar to the structure of Chapter 2 where we introduced
HeyLo and HeyVL. We first define the logical operators for HeyLo using Heyting algebras
(Section 5.1) and Godel algebras (Section 5.2). After that, we discuss the generalization
of HeyLo using Heyting and Godel algebras and relate our work to the broader research
context in mathematical logic (Section 5.3). Finally, we discuss the abstraction of HeyVL
based on the abstraction of HeyLo in Section 5.4 with a number of ideas for future
work.

5.1. Heyting Algebras

Heyting algebras were developed by Arend Heyting in 1930 to formalize intuitionistic
logic [Hey30]. A Heyting algebra is a bounded lattice with an implication operator —.

Definition 5.1. Heyting algebra
A Heyting algebra (H,C, LI,N, —) is a bounded lattice (H, C, U, M) with a binary impli-
cation operator —: H x H — H such that for alla,b,c € H:

(cma)Cb iff cC (a—D).

The negation —: H — His defined as -a =a — L.

The lattice over Booleans, B = ({ true, false } , =, v, A, =), is a Heyting algebra. Here, the
ordering is given by the implication =: B x B — B itself. We will see in the next section
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on Godel algebras that our construction on the domain R, with the Godel implication
also forms a Heyting algebra.

The condition for the implication of Definition 5.1 states that the conjunction N and
implication — are adjoint. Instead, we choose to work with a set of four equivalent
properties on bounded lattices. With these, the relation to the classical implication
becomes more apparent.

Theorem 5.2. Heyting implication
A bounded lattice (H, C, U, M) with a binary implication —: H x H — H is a Heyting
algebra (H, C, LU, N, —) iff all four of the following properties hold:

1.a-a=T,
2.afN(a—b)=anhp,
3.bN(@—-"b)=b,

.a—- (bnc)=(@->b)nN( - c).

S~

Proof. A proof can be found in [Joh82, p. 8]. O

All Heyting algebras are distributive. Distributivity is an intuitive property when U is
seen as the logical disjunction v and M is seen as the logical conjunction A .

Theorem 5.3. Distributivity of Heyting algebras
Any Heyting algebra (H,C, U, N, —) satisfies, for alla,b,c € H,

alne)=@ub)nauc)
anbuc)y=@nb)u@nec)

Proof. See [Joh82, p. 8]. O

We use the stronger infinite distributivity property in the section on quantifier elimination
(Section 4.2). Heyting algebras that are complete as a lattice automatically satisfy the
infinite distributivity law. These algebras are also known as frames or complete Heyting
algebras [Joh82, Chapter 2]. For example, the lattice on Booleans B and the lattice on R,
are complete and the Heyting algebras previously defined on the respective domains
satisfy the infinite distributivity property.
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Theorem 5.4. Infinite distributivity of complete Heyting algebras
Any Heyting algebra (H, C, LI, N, —) that is a complete lattice is also infinitely distributive,
ie.forallx e Hand S C H:

x|‘||_|S:|_|{x|‘|s|seS}

Proof. See [Joh82, p. 39]. O

Note that the dual statement for infinite distributivity does not automatically hold, i.e.

x|_||_|5£|_|{x|_|s|seS}

However, it is true when the dual lattice of (H,C, U, M) is also a Heyting algebra (by
Theorem 5.4). This is the case for our examples on B and R,

The lattice-theoretic dual of a Heyting algebra is called co-Heyting algebra.
Definition 5.5. Co-Heyting algebra

Let (H,C,u,N) be a bounded lattice. A co-Heyting algebra (H,C, U, N, <) has a binary
co-implication «: H x H - H such that for alla,b,c € H:

bC (cua) iff (a<Db)Cec.

The co-negation ~: H — His defined as ~a =a « T.

The set RZ), with the co-implication we introduced for HeyLo in Section 2.2 is a co-
Heyting aléebra. Note that (B, =, v, A, &) is not a co-Heyting algebra because < is not a
proper co-implication. For example, true = (false V false) does not hold when = is seen
as a relation, but (false < true) = false does hold. Instead, the converse nonimplication,
sometimes written as <, is a proper co-implication for a co-Heyting algebra on Booleans.
The converse nonimplication a < b is logically equivalent to —(a < b).

A Heyting algebra with both an implication and a co-implication is called bi-Heyting
algebra. If it is complete as a lattice, we call it a complete bi-Heyting algebra.

Definition 5.6. Bi-Heyting algebra
Let (H,C, U, N) be a bounded lattice. (H,C, U, N, —, <) is a bi-Heyting algebra when
(H,C,u, N, —) is a Heyting algebra and (H, C, U, N, <) is a co-Heyting algebra.
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In a bi-Heyting algebra H, both distributivity laws hold: For all x € Hand S C H:
xI‘I|_|S:|_|{x|‘|s|seS} (Theorem 5.4)
xl_I|—|S:|_|{xUS|SES} (Theorem 5.4)

Bi-Heyting algebras provide almost all necessary operators to define semantics for HeyLo
(cf. Definition 2.18). One notable exception are the hard implications \ and \. These are
nonstandard and our own invention. There are several possible ways one could define
them on Heyting algebras, but it is not clear which definition is “most natural” in general.
In Godel algebras, which we define in the next section, there is a natural definition of
hard implications.

For general Heyting algebras, one possibility is the definition by a \~ b = ~~(a — b)
and a N\ b = =—(a < b) (cf. Section 2.2.3). In this thesis, the hard implications \ and N
are only used for the encoding of specifications (cf. Section 2.3.7) which in turn is used
for the encoding of loops in pGCL (cf. Section 3.6). We believe this could be a starting
point for possible future research on the further generalization of HeyLo and HeyVL
to Heyting algebras which are not Godel algebras. Although many proofs in this thesis
depend on the particular structure of the implication in Gédel algebras, we conjecture
that many proofs can be generalized to Heyting algebras.

5.2. Godel Algebras

Gddel algebras are a subset of Heyting algebras where the implication has the particular
structure that we have seen for HeyLo. Additionally, the underlying order of the algebra
must be linear or totally ordered for the Godel algebra to be a proper Heyting algebra. For
every totally ordered and bounded lattice, there is a corresponding Godel algebra. The
set R, used throughout this thesis admits a natural total order, as do Booleans B.

Definition 5.7. Godel algebra
Let (H,C, U, M) be abounded lattice where (H, C) is a total order, i.e. for alla,b € H:

aCb or bCa.

We call (H,C, U, N, —) a Gddel algebra where — is the Gddel implication:

—-:HxH->H
4 b T, ifaChb
b, else

The co- and bi-versions are defined analogously.
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T
x Yy
1
Figure 5.8.: Hasse diagram of a simple bounded order that is not linear.

When the underlying order is not linear, the Godel implication may not be a proper
Heyting implication. Consider Figure 5.8 which depicts a bounded order with four
elements: T, x,y,and L. The elements x and y are not directly comparable, and therefore
the order is not linear. This partial order with the Godel implication violates property 4
of Theorem 5.2. Whilex - (xNy) =x - L =1, wehave (x » x)N(x »y) = TNy =y.
Since L # y, we have a contradiction.

Theorem 5.9. Godel algebras are Heyting algebras
Let /£ = (H,C, U, M, —) be a Godel algebra. Then H is a Heyting algebra.

Proof. Let (H,C,u, N, —) be a Godel algebra and 4, b,c € H. We show that
(cNa)Cb iff cC (a—-b).

(=). Assume (c Na) C b holds. Because (H,C) is a linear order, we have c C b v a C b.
In case ¢ C b holds, we have

T, ifaChb

b, else

cE(a—>b)={

In casea C b holds, wehavecC (¢ - b) = T.

(). Assume ¢ C (a — b) holds. Then,

T, ifaChb
cC
b, else

Thus, a Z b implies c C b. Therefore,a C b v ¢ C b and we have (cna) C b. ]

We define the hard implications \ and N just as we did in HeyLo.

111



5. Abstraction

Definition 5.10. Hard implications

(H,C,u,n) be abounded lattice.
The hard implication ~ and hard co-implication \ are defined as:

Nni:HxH - H N:HxH->H
T, ifaCb 1, ifadb
aNxb= aNb=
1, else T, else

The hard implications can be seen as syntactic sugar for the non-hard implications with
corresponding dual negations.

Theorem 5.11. Hard implications are syntactic sugar
(H,C,u,n) beaGodel algebra. Foralla, b € H:

aNb=~~@@-0b) aNb=—=(<Db

Proof. Leta,b € H.

T, ifaCb
anb= (definition of —)
1, else

We have ~~T = T. —(a C b) impliesb # T, then ~~b = =T = L.

[ ~~T, ifaCb
~~b, else

B {T,Hagb

b, else
= ~~(a—-Db) (definition of —)
Similar for \: =—1 =1l andifb # 1L,then =——b=—-1=T. O

The double co-negation ~~a is equivalent to the Baaz delta A(a) [Baag6]. Baaz denotes
the dual operator equivalent to the double negation ——a by V(a). With this notation, we
could have defineda N\ b =A(a - b) anda~\ b =V (a « b).
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5.3. Abstraction of HeyLo

Bi-Godel algebras provide almost all necessary operators for a generalization of the
definition of the semantics of HeyLo (Definition 2.18). Only the arithmetic operators
+, -, and the Iverson bracket [-] are specific to the domain RZ,. Many results in this
thesis do not depend on these operators. In particular, this includes A Relational View
(Section 2.2.4), our SMT-LIB encoding in Section 4.1 (provided the values and the
ordering of the domain can be encoded in SMT-LIB), and our results for quantifier
elimination (Section 4.2). In our implementation Caesar (Section 4.3), HeyLo is already
implemented with support for the domain RZ), and the Booleans B.

Furthermore, the abstraction of HeyLo to Godel algebras enables the connection to a rich
and well-studied field of intuitionistic logics and Godel logics, whose models are Godel
algebras. In the following, we briefly outline the history of research on Godel logics in
the hope that future work on HeyLo might benefit from it.

Kurt Godel was one of the first to provide examples of intermediate logics as far back as
the year 1932 [G6d32]. He described what is now called Gédel logic [BPZo7 ], although
there are claims that Thoralf Skolem discovered what is now known as Godel logic in as
far back as 1913 [vPlao3]. In 1959, Dummett worked on infinite-valued propositional
Godel logics with the axiom (A — B) V (B —» A) [Dumsg]. Infinite-valued propositional
logic is also sometimes known as Gddel-Dummett logic. According to [BPZo7 |, first-order
Godel logic on the real interval [0, 1] has been discovered independently by a few people.
Horn developed a logic on a linearly ordered Heyting algebra [Hor69] and Takeuti
and Titani called it intuitionistic fuzzy logic [TT84]. There is also more recent work by
Baaz et al. on Godel logic, especially with quantifiers [BCZoo; Baa+o01; Blo6; BPZo7;
BCP11; BCF12]. The recent thesis of Martins [Mar21] provides an overview of research
on properties of general bi-Godel logics.

HeyLo is a first-order logic on complete bi-Heyting algebras. We believe that our practical
work on validity checking HeyLo with a working implementation using our quantifier
elimination theorems is a contribution to the field that we have not found in existing
literature on Godel logics. In addition, our use of a Godel logic for automated deductive
verification is new. In this thesis, we have limited our focus on HeyLo on a simple
semantics and practical validity checking. A deeper connection to the literature in
mathematical logic is a desirable topic for future work.

5.4. Abstraction of HeyVL

Since the semantics of HeyVL are based on HeyLo syntax only, abstracting HeyVL with
an abstracted HeyLo is trivial (cf. Definition 2.25). Distribution expressions (Section 2.3.2)
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are necessarily specific to the domain. The constructions for verifying implementations
(Section 2.3.6) and encoding specifications (Section 2.3.7) work with any Godel algebra.
Similarly, we expect most of the chapter on encoding pGCL (Chapter 3) to be applicable
in other contexts as well.

There is a number of additional domains that can be investigated for use in HeyVL.
Our implementation already supports the Booleans B as the Heyting algebra backing
HeyLo and HeyVL. With the down fragment of HeyVL on B, we recover the simple IVL
presented in Section 2.1. Future research could investigate the relation of the up fragment
to deductive verification on B.

When HeyVL is used on the [0, 1] domain of real numbers between zero and one, we can
directly embed the wlp calculus without any possible invalid valuations. In the encodings
of pGCL with wlp (Chapter 3), particular care had to be taken that the encoding remained
within the [0,1] domain and did not accidentally evaluate to values like co at certain
places. With HeyVL semantics limited to [0, 1], this cannot happen.

The domain of natural numbers N could be used for deductive verification of (non-
probabilistic) amortized analysis. For probabilistic programs, the extension to mixed-sign
expectations [KK17] is interesting. We believe that a definition of mixed-sign expectations
as a complete lattice is possible. However, such a definition is unlikely to fulfill HeyLo’s
current requirement of a linear order, further motivating the generalization of HeyLo
and HeyVL to domains with orders that are not linear.
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In this thesis, we have presented the theoretical foundations and a prototypical imple-
mentation of a deductive verifier for probabilistic programs. HeyLo is an assertion
language for probabilistic programs based on Godel logic, adding an implication and a
co-implication to expectations. It is a conservative extension of first-order Boolean logic
and is has a relatively complete subset with respect to wp. Our implementation uses an
SMT encoding of HeyLo together with quantifier elimination in HeyLo to implement
validity checks of HeyLo formulas.

HeyVL is an intermediate verification language for probabilistic programs. It is based
on HeyLo and allows the verification of both lower and upper bound problems. At the
moment, only simple distribution expressions are supported, but HeyVL can be easily
extended with new distribution expressions. With minor restrictions, the verification
condition semantics satisfies well-known healthiness conditions, such as monotonicity,
continuity, and (co-)feasibility. We have presented generic encodings for specifications
and the verification of implementations in HeyVL.

As an example for the application of HeyVL, we have encoded pGCL into HeyVL with
respect to both its wp and wlp semantics. Based on a composable encoding based on
down- and up-approximations of semantics, we have shown that HeyVL can be used
to encode not only primitive pGCL constructs such as random assignments, but also
encode more complex proof rules like Park induction, k-induction, and bounded model
checking. As our encodings are modular, we are also able to encode proofs with nested
loops in our framework without any additional work.

Our prototypical implementation shows that our framework does not only work in theory,
but that it is possible to efficiently check the validity of the verification conditions for a
set of HeyVL programs.

Finally, the abstraction of HeyLo and HeyVL based on Godel algebras connects our work
with the existing research on Godel logics and opens the possibility of re-use of HeyLo
and HeyVL for other domains in a very natural way:.

We discussed some possible future work in the chapter on abstraction already (Chapter 5).
There are many exciting directions for further research.

The implementation is so far only a prototype and can benefit from the large number of
optimizations that are already implemented in tools such as Boogie or Viper. Additional
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features, such as user-defined datatypes, procedures, or parallelization are also of interest.
Further generalization of the verification domain from R}, to other domains such as
mixed-sign expectations [KK17] might be possible. More built-in functions in HeyLo
and HeyVL are also planned. Finally, formal validation of the verification condition
generation in the style of [PMS21] is interesting.

The theory of HeyLo and HeyVL could be developed further to not only support addi-
tional domains, but also to encode ideas like sensitivity analysis [ Agu+21]. Finally, we are
interested in the encoding of proof rules for observe-like statements, for example based
on conditional pre-expectation semantics [Jan+15; Olm+18].
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A.

Omitted Proofs

A Relational View (Theorem 2.12)

Proof. For readability, we provide the proof on the domain R, instead of on E = ¥ —

[ee]
R3b-

From these results, one merely needs to lift the statements to functions over states

Y. and therelationC. Let X, Y, Z € R§0 and S C ]R;’O.

Z < o is true in any lattice, because o is the top element of R,
Z<0iff Z=0:

(=) Z< 0= Z =0, because 0 is the bottom element of R,
(&) Z=0=p < 0is trivial.

Z<XNYiffZ<XANZLY:

(=) Z<XNY=Z<XNYSXAZSXNY<LSY.

() Z<XANZ<L<Y =>7Z<XnNY,because X MY is the greatest lower bound of
both X and Y.

Z<XUuYiff Z<XvZ<Y:

(=) Z<XUY=>Z<XVZ<LY,because R"Z"O is join prime.

() Z<XANZL<Y=>Z<XuY,becauseX<XuYandY <XUY.
Z<X->YiffX<YVZ<L<Y:

=) fX<Y,Z<X->Y = o true.
On the other hand,if X Z Y, thenZ <X - Y =Y.

() fX<Y,thenZ<X->Y=co. IfZ<Y,thenZ<X->Y & {oo,Y}.
Z<XNYiffX<YvZ=0:

=) fX<Y,Z<X\NY = o true.
On the other hand, if X Z YV, thenZ < X - Y = 0.

() fX<Y,thenZ<X\NY =0 IfZ=0,then0=Z<X->Y.
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A. Omitted Proofs

e We have the lattice-theoretic statement for infS © VY € S. Z < Y and its dual in
Lemma 4.1.

The dual statements admit dual proofs and are omitted here. O

Monotone Fragment (Theorem 2.31)

Proof. We do an induction over the structure of S € HeyVL ... Let ¢, ¢" € HeylLo such
that ¢ C ¢'.

Base cases:
e S = skip:
vc[skip] ()
=@ (definition of skip)
C ¢’ = vc[skip](¢") (definition of skip)

e S =x:x~awherea € ArithExp:

vex iz a] (@)

= @[x - a] (definition of :~)
C ¢'[x —a] (pE¢')
= vc[x = af(¢") (definition of :~)
e S =x:x berl(p):
vc[x := ber!(p)] ()
=p-@lx— 1]+ 1 —-p) - p[x - 0] (definition of ber!(p))
Cp-¢lx—=1]1+1-p)-¢'[x+ 0] (pC ")
= vcfx :x ber!l(p)](¢") (definition of ber!(p))

e S = down havoc x:

vc[down havoc x](¢)

= inf{ plx — v]|vE Qs } (definition of havoc)
Cinf{¢'[x~ v]|vE Qs } (pE¢)
= vc[down havoc x](¢")
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e S = down assert :

vc[down assert ¥](¢)

=yne (definition of assert)
Cyng’ (9C )
= vc[down assert [ (¢") (definition of assert)

e S = down assume :

vc[down assume Y] (@)

=y (definition of assume)

Let o € Z.F%® If ¢y C ¢, then also ¢ C ¢’ because ¢ C ¢'. Then, [y - ¢](c) =

o = [¢p - ¢'](0). Otherwise, [ » ¢](0) = ¢ C [ — ¢'[(0) € oo, [§'](0). Also
compare Figure 2.30.

Cy—o¢

= vc[down assume ] (¢") (definition of assume)

e S = down compare :
vc[[down compare Y] (¢)

=¢pNg (definition of compare)

Letc € . If ¢ C ¢, then also  C ¢" because ¢ C ¢'. Then, [i \ ¢[(0) = o =
[ ~ @] (o). Otherwise, [ N @ (0) = LT [ N @' (0).

CyNg

= vc[down compare ] (¢") (definition of compare)
The up cases are dual, but we show the up assume case for illustration:
e S = up assume i:
vc[up assume Y] (@)
SYe—9g (definition of assume)

Leto € L. If ¢’ C ¢, then also ¢ C ¢ because ¢ C ¢'. Then, [ - ¢'](0) =0 =

[y - ¢'](0). Otherwise, [ — ¢'[(0) = ¢'[Y — @] () €0, [¢](c). Also compare
Figure 2.30.

Cy<g

= vc[up assume P](¢") (definition of assume)
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A. Omitted Proofs

Now assume that the induction hypothesis holds for arbitrary, but fixed S;,S, € HeyVL.
Induction step:

e S= 51, Sz:
We use the induction hypothesis for S,: Because ¢ C ¢ holds, we have

ve[Sa] (@) T ve[S,](¢")

Now use the induction hypothesis for S; with ¢ — vc[S,] (@) and ¢" — vc[S,](¢").
Because vc[S,] (@) C vc[S,](¢") holds, we get:

ve[S1](ve[Sa] (@) E ve[S1](ve[S] (@) -

Applying definitions, we get:

vc[S1; Sl (@) = ve[S1](ve[Sa](9)) (definition of ; )
C ve[S1](ve[S2](¢)) (above)
=vc[Sq; Sa](¢") (definition of ; )

o S =1if (M) {S1} else {S,}:

ve[Sy; Sa] ()

= vc[S1] (@) N ve[Sy] (@) (definition of ; )
C ve[Sq] (") Nve[Sa] (@) (induction hypothesis)
C ve[S1] (") Nve[Sa] (¢") (induction hypothesis)
=vc[Sy; Sy](9") (definition of ; )

o S=1if (U) {S1} else {S,}: Analogous to the if (M) case.

By the principle of induction over the program structure, Theorem 2.31 holds. ]

(Co-)Feasible Fragments (Theorem 2.32)

Proof. Let ¢ € Heylo and r € RS, Instead of the statements

VS € HeyVlgose @ Cr = vc[S](@)Cr,
VSeHeyVles. rCo = rLCvc[S](¢),

we show the following simpler statements. From the statements below, the above state-
ments follow by monotonicity of vc[S], using e.g. vc[S](¢) T vc[S](r) for the HeyVL¢,¢
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case. We know vc[S] is monotone because both HeyVL¢.,. and HeyVL_ are subsets of
HeyVL,on (cf. Theorem 2.31).

VS € HeyVlg,s. vc[S](r) Cr,
VS € HeyVL o ¥ C vc[S](r).

We start with HeyVL,,,. We do a proof over the structure of S € HeyVL .
Base cases:

e S = skip: We have vc[skip](r) =r.

e S =x:~awherea € ArithExp: vc[x := a](r) = r[x — a] =r.

e S =x:= berl(p): vc[x := ber!(p)](r) = 0.5:-r[x » 1]+0.5-r[x —» 0] = 0.5:r+0.5-r =
7.

S = down havoc x: vc[down havoc x| (r) = inf {r[x = v] |v € Q5o } =inf{r} =1.
e S = down assert ¢: vc[down assert ¢](r) =y nrCr.

e S = up assume ¥: vcup assume Y](r) = ¢ «— r C rsince [¢ < r](c) € {0,r} for all
o e .

Assume the induction hypothesis holds for arbitrary, but fixed S;,S, € HeyVL,.
Induction step:

o 5 = 51; Syt vc[Sqy; Sol(r) = ve[Sq](ve[S,](r)). By the induction hypothesis,
ve[S,](r) E rand ve[S1](ve[Sa] (1)) T ve[S1](r) E r.

e S =if (M) {Sy} else {Sy}: vc[if (M) {S1} else {Sy}](r) = vc[S{](r) M vc[S,](r) C
r N r = r by the induction hypothesis.

e S =if (U) {Sq} else {S,}: vc[if (U) {S1} else {Sy}](r) = vc[S1](r) U vc[S,y](r) C
r N r = r by the induction hypothesis.

By the principle of induction over the structure of the program and Theorem 2.31, the
statement for HeyVL,, holds. The proof for HeyVL_ is dual. O
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D. Errata

This document is a revised version of the original submitted master’s thesis. Below is

a list of changes made since the submission. Changes are marked in the document by
Fixep

Theory.

e Section 2.2, Page 12: Removed a sentence suggesting <« is the lattice-theoretic dual to
= on Booleans. The lattice-theoretic dual to A = B is the converse non-implication

e Section 3.6, Page 68: Bounded model checking iteration for wlp should start at 1,
not at co.

e Section 4.2, Page 89 and Page 92: The scalars a in Theorem 4.11 and c in Theorem 4.14
must range over finite nonnegative reals R, not over RY,. As a counterexample
fora = co,let = y + ?7(y = 0). Then ¥(0) = co and ¢(y) = y fory > 0, so ¢ has
infimum 0 without ever attaining 0. Therefore oo - (|_|y ¥) =0,but co- P(y) = oo
for all y, and hence |_|y(oo <) = oo.

e Section 4.2, Page 94: Clarified that the computed quantifier-free formula preserves
validity, while only the prenexing step preserves equivalence.

e Section 4.2, Page 95 and Page 96: Definition 4.16 was restricted. From S, the
alternatives up assume for and up compare for were removed, and from S, the
alternatives down assume for and down compare for were removed.

— These rules would require invalid rules such as for < (['] y P = [ y(fQF < ).
For example, with for = Tand ¢ = y + ?(y < 1), we have |—|y¢ = 1, but
Py) >1forally. Thus1 « (|_|y ) =0, while 1 « ¢(y) = ¢(y) for all y, so
|_|y(1 1) =1

— In the proof of Theorem 4.17, membership in HeyLo[F;NF or Heylo
used up to the equivalence of Theorem 4.14.

PNF

LIS only

137



D. Errata

Typos.

138

Section 2.2, Page 13: The calculation —~—1 = —oo = 0 was corrected to -—1 = -0 =
oo.

Section 2.2, Page 13: The negations used in the equivalent formulations of hard
implications were swapped.

Section 2.3, Page 28: Fixed a typo in the calculation.

Section 4.2, Page 82: Fixed typos in the proof of Theorem 4.4: an infimum was
printed as a supremum, and two bound variables were printed incorrectly.

Section 4.2, Page 80: In Lemma 4.3, concrete endpoints co and 0 were corrected to
Tand L.

Section 4.2, Page 86: Fixed a typo in the co-negation rule of Theorem 4.8; it should
be ~([1, @) = ||, (~¢).

Section 4.2, Page 88: Fixed the hard-implication else-case values in Lemma 4.10.

Appendix A, Page 119: Fixed a typo.
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